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QUESTION 1

Among the authentication schemes SSL VPN employs for users, which scheme does Check Point recommend so all
servers are replicated?

A. User certificates

B. LDAP

C. Username and password
D. RADIUS

Correct Answer: D

QUESTION 2

is a proprietary Check Point protocol. It is the basis for Check Point ClusterXL inter- module
communication.

A. HA OPCODE
B. RDP

C. CKPP
D.CCP

Correct Answer: D

QUESTION 3

Which of these is a type of acceleration in SecureXL?
A. FTP

B. connection rate

C.GRE

D. QoS

Correct Answer: B

QUESTION 4
How do new connections get established through a Security Gateway with SecureXL enabled?

A. New connections are always inspected by the firewall and if they are accepted, the subsequent packets of the same
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connection will be passed through SecureXL

B. The new connection will be first inspected by SecureXL and if it does not match the drop table of SecureXL, then it
will be passed to the firewall module for a rule match.

C. New connection packets never reach the SecureXL module.

D. If the connection matches a connection or drop template in SecureXL, it will either be established or dropped without
performing a rule match, else it will be passed to the firewall module for a rule match.

Correct Answer: D

QUESTION 5

You are responsible for the IPS configuration of your Check Point firewall. Inside the Denial of service section you need
to set the protection parameters against the Teardrop attack tool with high severity. How would you characterize this
attack tool? Give the BEST answer.
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A. Hackers can send high volumes of non-TCP traffic in an effort to fill up a firewall State Table. This results in a Denial
of Service by preventing the firewall from accepting new connections. Teardrop is a widely available attack tool that
exploits this vulnerability.

B. A remote attacker may attack a system by sending a specially crafted RPC request to execute arbitrary code on a
vulnerable system. Teardrop is a widely available attack tool that exploits this vulnerability.

C. Some implementations of TCP/IP are vulnerable to packets that are crafted in a particular way (a SYN packet in
which the source address and port are the same as the destination, i.e., spoofed). Teardrop is a widely available attack
tool that exploits this vulnerability

D. Some implementations of the TCP/IP IP fragmentation re-assembly code do not properly handle overlapping IP
fragments. Sending two IP fragments, the latter entirely contained inside the former, causes the server to allocate too
much memory and crash. Teardrop is a widely available attack tool that exploits this vulnerability.

Correct Answer: D
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