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QUESTION 1

Refer to the exhibit. You have configured R1 and R2 as shown, but the routers are unable to establish a site-to-site VPN
tunnel. What action can you take to correct the problem?

El
Interface GigabitEthernet 070

Ip address 10.20.20.4 255.255.255.0 o =,
&

crypto isakmp policy 1 - ““-‘
guthentication pre-share x# "‘f
lifetime 84600 i
crypto isakmp key testﬁ?"“ﬂ@’E ress 10.20.20.4
f'\-,..'
| '\.
':‘:.xlf'::
-
RZ @~
Interface algaleatﬁvﬂlernet 0/ 0
Ip address 10,2Mg¥0.4 255.255.255.0

crypto 1.@ lelI:}’ 10

authentics ion pre-share

lifetime~ 24600

crypto isakmp key testl2345 address 10.30.30.5

A. Edit the crypto keys on R1 and R2 to match.

B. Edit the crypto isakmp key command on each router with the address value of its own interface

C. Edit the ISAKMP policy sequence numbers on R1 and R2 to match.

D. set a valid value for the crypto key lifetime on each router.

Correct Answer: A

The crypto keys don\\'t match here. I\\'ve inferred and assumed that the destination address at the end of the "Crypto

isakmp key test12345 address 10.30.30.5" line is the IP address of R1. By extension, this would produce an
MM_NO_STATE state if you ran the "show crypto isakmp sa" command, as it would never connect to begin phase 1.

QUESTION 2

How many crypto map sets can you apply to a router interface?
A. 3

B.2

C. 4

D.1

Correct Answer: D
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QUESTION 3

What protocol provides CIA ?
A. HA

B. ESP

C. IKEV1

D. IKEV2

Correct Answer: B

Encapsulating Security Payload or ESP refers to the protocol which offers confidentiality on top of integrity and
authentication to the IPSec data.

QUESTION 4

Unicast Reverse Path Forwarding definition:

A. See the explanation

Correct Answer: A

Unicast Reverse Path Forwarding Unicast Reverse Path Forwarding (URPF) can mitigate spoofed IP packets. When this
feature is enabled on an interface, as packets enter that interface the router spends an extra moment considering the
source address of the packet. It then considers its own routing table, and if the routing table does not agree that the

interface that just received this packet is also the best egress interface to use for forwarding to the source address of the
packet, it then denies the packet.

QUESTION 5

Which options are filtering options used to display SDEE message types?
A. stop

B. none

C. error

D. all

Correct Answer: CD
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