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QUESTION 1

A company is concerned with valid time sources and has asked for NTP authentication to be configured. Multiple NTP
sources are on the network. Which configuration is required on the client device to authenticate and synchronize with an
NTP source?

A. trusted key

B. stratum hash

C.SSL

D. certificate preshared key

Correct Answer: A

QUESTION 2

an engineer is applying best practices to stop vlan hopping attacks?
A. disable DTP on user facing ports

B. configure DHCP snooping on all switches

C. use the vlan dot 1Q tag native command

D. disable cisco discovaryprotocol on all switches

E. configure IP on source Guard on all switches

Correct Answer: AC

QUESTION 3

When you set a Cisco I0S Router as an SSH server, which command specifies the RSA public key of the remote peer
when you set the SSH server to perform RSA-based authentication?

A. router(config-ssh-pubkey-user)#key

B. router(conf-ssh-pubkey-user)#key-string

C. router(config-ssh-pubkey)#key-string

D. router(conf-ssh-pubkey-user)#key-string enable ssh

Correct Answer: B

QUESTION 4
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Refer to the exhibit. Which option describes the expected result of the capture ACL?

access—-1ist cap permit dp any host 152 .168.1.5

A. The capture is applied, but we cannot see any packets in the capture

B. The capture does not get applied and we get an error about mixed policy.
C. The capture is applied and we can see the packets in the capture

D. The capture is not applied because we must have a host IP as the source
Correct Answer: B

The right answer is B (not A). This is because we need to use the ANY4 key, not ANY. You get a mixed policy error
when you apply ACL on capture.

firewall# capture aaaa access-list cap interface mgmt
ERROR: Capture doesn’t support access-list <cap> with use of keyword "any’.

For each access—-list line, use either amwyd or anyb, but not both in same line.
firewal 1#

QUESTION 5

Refer to the Following.

NTP authentication-key 10 md5 ciscol123
ntp trusted-key 10

A network engineer is testing NTP authentication, and realizes that any device can synchronize time with this router and
that NTP authentication is not enforced. Which option is likely the issue?

A. Only SHA-1 is allowed as a hashing algorithm for NTP authentication.

B. The key must be configured in hashed format, not plain text.

C. NTP authentication needs to be specifically enabled.

D. The router must be rebooted before NTP can update.

Correct Answer: C

Enables or disables the NTP authentication feature. NTP authentication is disabled by default.
Use the ntp authenticate command to enable NTP authentication.

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/5_x/nx-
os/system_management/configuration/guide/sm_nx_os_cg/sm_3ntp.html#wp1100303
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