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QUESTION 1

Which two practices are recommended for implementing NIPS at enterprise Internet edges? (Choose two.) 

A. Integrate sensors primarily on the more trusted side of the firewall (inside or DMZ interfaces). 

B. Integrate sensors primarily on the less trusted side of the firewall (outside interfaces). 

C. Implement redundant IPS and make data paths symmetrical. 

D. Implement redundant IPS and make data paths asymmetrical. 

E. Use NIPS only for small implementations. 

Correct Answer: AC 

 

QUESTION 2

Which Cisco Web Security Appliance design requires minimal change to endpoint devices? 

A. Transparent Mode 

B. Explicit Forward Mode 

C. Promiscuous Mode 

D. Inline Mode 

Correct Answer: A 

 

QUESTION 3

What is a difference between a Cisco Content Security Management virtual appliance and a physical appliance? 

A. The virtual appliance requires an additional license to run on a host. 

B. The physical appliance requires an additional license to activate its adapters. 

C. Migration between virtual appliances of varying sizes is possible, but physical appliances must be of equal size. 

D. The physical appliance is configured with a DHCP-enabled management port to receive an IP address automatically,
but you must assign the virtual appliance an IP address manually in your management subnet. 

Correct Answer: A 

 

QUESTION 4
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To what extent will the Cisco IPS sensor contribute data to the Cisco SensorBase network? 

A. It will not contribute to the SensorBase network. 

B. It will contribute to the SensorBase network, but will withhold some sensitive information 

C. It will contribute the victim IP address and port to the SensorBase network. 

D. It will not contribute to Risk Rating adjustments that use information from the SensorBase network. 

Correct Answer: B 

To configure network participation, follow these steps: 

Step 1 Log in to IDM using an account with administrator privileges. Step 2 Choose Configuration > Policies > Global
Correlation > Network Participation. Step 3 To turn on network participation, click the Partial or Full radio button: 

Partial--Data is contributed to the SensorBase Network, but data considered potentially sensitive is 

filtered out and never sent. 

Full--All data is contributed to the SensorBase Network 

In this case, we can see that this has been turned off as shown below: 

 

QUESTION 5
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Which Cisco technology is a customizable web-based alerting service designed to report threats and vulnerabilities? 

A. Cisco Security Intelligence Operations 

B. Cisco Security IntelliShield Alert Manager Service 

C. Cisco Security Optimization Service 

D. Cisco Software Application Support Service 

Correct Answer: B 
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