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QUESTION 1

Which option is the code field of n EAP packet?

A. one byte and 1=request, 2=response 3=failure 4=success
B. two byte and 1=request, 2=response, 3=success, 4=failure
C. two byte and 1=request 2=response 3=failure 4=success
D. one byte and 1=request 2=response 3=success 4=failure

Correct Answer: D

QUESTION 2

A network administrator configured DUAL SSID , where the first SSID is used for guest provisioning and the other SSID
for Employee provisioning which option he can use for layer 2 security provision?

A. MAB

B. 802.X

C. authentication open
D. option

Correct Answer: C

QUESTION 3

Which three options can be pushed from a cisco ISE server as part of a successful 802.1x authentication? (Choose
three.)

A. reauthentication
B. authentication
C. VLAN

D. posture status
E. DACL

Correct Answer: ACE

QUESTION 4
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A customer is concerned with the use of the issued laptops even when devices are not on the corporate network. Which
agent continues to be operational even when the host is not on the Cisco ISE network?

A. Cisco ISE Agent

B. Cisco NAC Agent

C. Cisco Custom Agent
D. Cisco NAC Web Agent

Correct Answer: B

QUESTION 5

What protecs MacSec Frame?
A.ICV

B. MKA

Correct Answer: A

"A switch using MACsec accepts either MACsec or non-MACsec frames, depending on the policy associated with the
client. MACsec frames are encrypted and protected with an integrity check value (ICV). When the switch receives
frames from the client, it decrypts them and calculates the correct ICV by using session keys provided by MKA. The
switch compares that ICV to the ICV within the frame. If they are not identical, the frame is dropped. The switch also
encrypts and adds an ICV to any frames sent over the secured port (the access point used to provide the secure MAC
service to a client) using the current session key."
https://lwww.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750x_3560x/software/ release/15-
0_1_se/configuration/guide/3750xcg/swmacsec.pdf
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