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QUESTION 1

Refer to the exhibit. The "level_2" digital certificate was installed on a laptop.

# status Disconnected | VPN Client - Version 5.0.01.0600 E|@EJ

W Impart E «port Er';.r.n;l CISCO
Connection Entries | Certifizates ] Lag ]
M urnber J Certifizate 3% | Stare ] K.en Size | W alidity
1 contrectar] @~  Cisco 1024 until Jun 21, 2011
a contrechor] QQS,{-’} Microzof 1024 urtil Jum 21, 2011
2 level 2 ticrogof 1024 irvalid: ot active
=~
&

| Mok connected.

What can cause an "invalid not active" status message?
A. On first use, a CA server-supplied passphrase is entered to validate the certificate.

B. A "newly installed" digital certificate does not become active until it is validated by the peer device upon its first
usage.

C. The user has not clicked the Verify button within the Cisco VPN Client.

D. The CA server and laptop PC clocks are out of sync.

Correct Answer: D

http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html Certificates have a date and time
that they become valid and that they expire. When the security appliance enrolls with a CA and gets a certificate, the

security appliance checks that the current time is within the valid range for the certificate. If it is outside that range,
enrollment fails. Same would apply to communication between ASA and PC

QUESTION 2

Which type of communication in a FlexVPN implementation uses an NHRP shortcut?
A. spoke to hub

B. spoke to spoke

C. hub to spoke

D. hub to hub
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Correct Answer: B

QUESTION 3

An XYZ Corporation systems engineer, while making a sales call on the ABC Corporation headquarters, tried to access
the XYZ sales demonstration folder to transfer a demonstration via FTP from an ABC conference room behind the
firewall. The engineer could not reach XYZ through the remote-access VPN tunnel. From home the previous day,
however, the engineer did connect to the XYZ sales demonstration folder and transferred the demonstration via IPsec
over DSL.

To get the connection to work and transfer the demonstration, what should the engineer do?

A. Change the MTU size on the IPsec client to account for the change from DSL to cable transmission.

B. Enable the local LAN access option on the IPsec client.

C. Enable the IPsec over TCP option on the IPsec client.

D. Enable the clientless SSL VPN option on the PC.

Correct Answer: C

IP Security (IPSec) over Transmission Control Protocol (TCP) enables a VPN Client to operate in an environment in
which standard Encapsulating Security Protocol (ESP, Protocol 50) or Internet Key Exchange (IKE, User Datagram
Protocol (UDP) 500) cannot function, or can function only with modification to existing firewall rules. IPSec over TCP

encapsulates both the IKE and IPSec protocols within a TCP packet, and it enables secure tunneling through both
Network Address Translation (NAT) and Port Address Translation (PAT) devices and firewalls

QUESTION 4

Which two options are purposes of the key server in Cisco I0S GETVPN? (Choose two.)
A. to distributed static routing information

B. to authenticate group members

C. to define and distribute security policies

D. to distribute dynamic routing information

E. to encrypt transit data traffic.

Correct Answer: BE

QUESTION 5

A user is trying to connect to a Cisco 10S device using clientless SSL VPN and cannot establish the connection. Which
three commands can be used for troubleshooting of the AAA subsystem? (Choose three.)

A. debug aaa authentication
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B. debug radius

C. debug vpn authorization error
D. debug ssl openssl errors

E. debug webvpn aaa

F. debug ssl error

Correct Answer: ABE
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