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QUESTION 1

Refer to the exhibit. A customer cannot establish an IKEv2 site-to-site VPN tunnel between two Cisco ASA devices.
Based on the syslog message, which action can bring up the VPN tunnel?

i
e

'i.-':";;.
ASA-4-751015 Local:0.0.0.0:0 Hmuta:ﬁ.sn.u.t}:n Username:Usknown SA request
rejected by CAC. Reasoni IH—HEGOT_H@?:DH EA LIMIT RERCHED

o

A. Increase the maximum SA limit on the local Cisco ASA.

B. Correct the crypto access list on both Cisco ASA devices.
C. Remove the maximum SA limit on the remote Cisco ASA.
D. Reduce the maximum SA limit on the local Cisco ASA.

E. Correct the IP address in the local and remote crypto maps.
F. Increase the maximum SA limit on the remote Cisco ASA.
Correct Answer: A

Since unknown request rejected by CAC. CAC is use to limit SA.

QUESTION 2

An administrator received a report that a user cannot connect to the headquarters site using Cisco AnyConnect and
receives this error. The installer was not able to start the Cisco VPN client, clientless access is not available, Which
option is a possible cause for this error?

A. The client version of Cisco AnyConnect is not compatible with the Cisco ASA software image.

B. The operating system of the client machine is not supported by Cisco AnyConnect.

C. The driver for Cisco AnyConnect is outdatate.

D. The installed version of Java is not compatible with Cisco AnyConnect.

Correct Answer: A

QUESTION 3
Which interface is managed by the VPN Access Interface field in the Cisco ASDM IPsec Site-to-Site VPN Wizard?
A. the local interface named "VPN_access"

B. the local interface configured with crypto enable
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C. the local interface from which traffic originates
D. the remote interface with security level 0

Correct Answer: B

QUESTION 4

An engineer wants to ensure that Diffie-Helman keys are re-generated upon a pahse-2 rekey. What option can be
configured to allow this?

A. Aggressive mode

B. Dead-peer detection

C. Main mode

D. Perfect-forward secrecy

Correct Answer: D

QUESTION 5

When using clientless SSL VPN, you might not want some applications or web resources to go through the Cisco ASA
appliance. For these application and web resources, as a Cisco ASA administrator, which configuration should you
use?

A. Configure the Cisco ASA appliance for split tunneling.

B. Configure network access exceptions in the SSL VPN customization editor.
C. Configure the Cisco ASA appliance to disable content rewriting.

D. Configure the Cisco ASA appliance to enable URL Entry bypass.

E. Configure smart tunnel to bypass the Cisco ASA appliance proxy function.
Correct Answer: C

http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/user/guide/vpn_web.html Content Rewrite The Content
Rewrite pane lists all applications for which content rewrite is enabled or disabled. Clientless SSL VPN processes
application traffic through a content transformation/rewriting engine that includes advanced elements such as
JavaScript, VBScript, Java, and multi- byte characters to proxy HTTP traffic which may have different semantics and
access control rules depending on whether the user is using an application within or independently of an SSL VPN
device. By default, the security appliance rewrites, or transforms, all clientless traffic. You might not want some
applications and web resources (for example, public websites) to go through the security appliance. The security
appliance therefore lets you create rewrite rules that let users browse certain sites and applications without going
through the security appliance. This is similar to split-tunneling in an IPSec VPN connection. You can create multiple
rewrite rules. The rule number is important because the security appliance searches rewrite rules by order number,
starting with the lowest, and applies the first rule that matches.
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