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QUESTION 1

An engineer is trying to determine if an existing configuration deviates from the Cisco defaults while enabling PMF on a
WLAN. Which set represents the default timer configuration for PMF?

A. security pmf association-comeback 1 security pmf mandatory security pmf saquery-retry-time 100
B. security pmf association-comeback 20 security pmf mandatory security pmf saquery-retry-time
C. security pmf association-comeback 15 security pmf mandatory security pmf saquery-retry-time
D. security pmf association-comeback 1 security pmf mandatory security pmf saquery-retry-time 200

Correct Answer: D

QUESTION 2

A customer wants to allow employees to easily onboard their devices to the wireless network.
Which process can be configured on Cisco ISE to support this requirement?

A. self-registration guest portal

B. mac authentication bypass

C. native supplicant provisioning

D. local web auth

Correct Answer: B

QUESTION 3

Clients are failing EAP authentication. A debug shows that an EAPOL start is sent and the clients are then de-
authenticated. Which two issues can cause this problem? (Choose two.)

A. The WLC certificate has changed.

B. The WLAN is not configured for the correct EAP supplicant type.

C. The shared secret of the WLC and RADIUS server do not match.

D. The WLC has not been added to the RADIUS server as a client.

E. The clients are configured for machine authentication, but the RADIUS server is configured for user authentication.

Correct Answer: CD
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QUESTION 4

An engineer must ensure that the new wireless LAN deployment can support seamless roaming between access points
using a standard based on an amendment to the 802.11 protocol. Which protocol must the engineer select?

A.802.11e

B. 802.11r

C. 802.11ac

D. 802.11i
Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-
Guide/Enterprise_Mobility_8-1 Deployment_Guide/Chapter-11.pdf

QUESTION 5

An engineer is configuring a BYOD deployment strategy and prefers a single SSID model. Which technology is required
to accomplish this configuration?

A. mobility service engine

B. wireless control system

C. identity service engine

D. Prime Infrastructure

Correct Answer: C

Explanation: Please refer to the section "Single SSID Wireless BYOD Self Registration” of the below mentioned link.

Reference: http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-61-BYOD-
Onboarding_Registering_and_Provisioning.pdf
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