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QUESTION 1

NetBIOS over TCP/IP allows files and/or printers to be shared over the network. You are trying to intercept the traffic
from a victim machine to a corporate network printer. You are attempting to hijack the printer network connection from
your laptop by sniffing the wire. Which port does SMB over TCP/IP use?

A. 443

B. 139

C. 179

D. 445

Correct Answer: D

QUESTION 2

A large company intends to use Blackberry for corporate mobile phones and a security analyst is assigned to evaluate
the possible threats. The analyst will use the Blackjacking attack method to demonstrate how an attacker could
circumvent perimeter defenses and gain access to the corporate network. What tool should the analyst use to perform a
Blackjacking attack?

A. Paros Proxy

B. BBProxy

C. BBCrack

D. Blooover

Correct Answer: B

QUESTION 3

Which of the following programs is usually targeted at Microsoft Office products?
A. Polymorphic virus

B. Multipart virus

C. Macro virus

D. Stealth virus

Correct Answer: C

QUESTION 4

312-50V7 PDF Dumps | 312-50V7 Exam Questions | 312-50V7 Braindumps 2/4


https://www.leads4pass.com/312-50v7.html
https://www.leads4pass.com/312-50v7.html
https://www.leads4pass.com/312-50v7.html

https://lwww.leads4pass.com/312-50v7.html
2024 Latest leads4pass 312-50V7 PDF and VCE dumps Download

Bank of Timbuktu is a medium-sized, regional financial institution in Timbuktu. The bank has deployed a new Internet-
accessible Web application recently. Customers can access their account balances, transfer money between accounts,
pay bills and conduct online financial business using a Web browser.

John Stevens is in charge of information security at Bank of Timbuktu. After one month in production, several customers
have complained about the Internet enabled banking application. Strangely, the account balances of many of the
bank\\'s customers had been changed! However, money hasn\\'t been removed from the bank; instead, money was
transferred between accounts. Given this attack profile, John Stevens reviewed the Web application\\'s logs and found
the following entries:

Artempted login of utnknown user: 3j2hnm

Attempred login of uvnknown user: susal

Attempted login of unknown user: s=ncoat

Attempted login of unknown user: pste'’;

Attempted login of unknown user: ' or 1=1--
Attempted login of unknowm user: '; drop table logins—
Login of user jmson, sessionlD= Ox756275TBEZEFAFGLE
Login of user daniel, sessionID= (Ok98627579539E13BE
Login of user rebecca, sessionID= Jx9062757944CCEE11
Login of user mike, amssionID= Ox9162757935FBSCEA
Transfer Funds user jason

Pay BLl]l user mike

Logout of user mike

What kind of attack did the Hacker attempt to carry out at the bank?
A. Brute force attack in which the Hacker attempted guessing login ID and password from password cracking tools.

B. The Hacker attempted Session hijacking, in which the Hacker opened an account with the bank, then logged in to
receive a session ID, guessed the next ID and took over Jason\\'s session.

C. The Hacker used a generator module to pass results to the Web server and exploited Web application CGI
vulnerability.

D. The Hacker first attempted logins with suspected user names, then used SQL Injection to gain access to valid bank
login IDs.

Correct Answer: D

QUESTION 5

An NMAP scan of a server shows port 25 is open. What risk could this pose?
A. Open printer sharing

B. Web portal data leak

C. Clear text authentication

D. Active mail relay

Correct Answer: D
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