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QUESTION 1

Which of the following countermeasure can specifically protect against both the MAC Flood and MAC Spoofing
attacks?

A. Configure Port Security on the switch

B. Configure Port Recon on the switch

C. Configure Switch Mapping

D. Configure Multiple Recognition on the switch

Correct Answer: A

QUESTION 2

What type of Virus is shown here?
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A. Macro Virus

B. Cavity Virus

C. Boot Sector Virus

D. Metamorphic Virus
E. Sparse Infector Virus

Correct Answer: B

QUESTION 3

Which of the following is a common Service Oriented Architecture (SOA) vulnerability?
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A. Cross-site scripting

B. SQL injection

C. VPath injection

D. XML denial of service issues

Correct Answer: D

QUESTION 4

What will the following command produce on a website\\'s login page if executed successfully? SELECT email, passwd,
login_id, full_name FROM members WHERE email = \\'someone@somewhere.com\\'; DROP TABLE members; --\\

A. This code will insert the someone@somewhere.com email address into the members table.
B. This command will delete the entire members table.

C. It retrieves the password for the first user in the members table.

D. This command will not produce anything since the syntax is incorrect.

Correct Answer: B

QUESTION 5

What is the command used to create a binary log file using tcpdump?
A. tcpdump -w ./log

B. tcpdump -r log

C. tcpdump -vde logtcpdump -vde ? log

D. tcpdump -l /var/log/

Correct Answer: A
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