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QUESTION 1

WPA2 uses AES for wireless data encryption at which of the following encryption levels? 

A. 64 bit and CCMP 

B. 128 bit and CRC 

C. 128 bit and CCMP 

D. 128 bit and TKIP 

Correct Answer: C 

 

QUESTION 2

The following is a sample of output from a penetration tester\\'s machine targeting a machine with the IP address of
192.168.1.106: 

What is most likely taking place? 

A. Ping sweep of the 192.168.1.106 network 

B. Remote service brute force attempt 

C. Port scan of 192.168.1.106 

D. Denial of service attack on 192.168.1.106 

Correct Answer: B 

 

QUESTION 3

What type of OS fingerprinting technique sends specially crafted packets to the remote OS and analyzes the received
response? 

A. Passive 

B. Reflective 
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C. Active 

D. Distributive 

Correct Answer: C 

 

QUESTION 4

What is the disadvantage of an automated vulnerability assessment tool? 

A. Ineffective 

B. Slow 

C. Prone to false positives 

D. Prone to false negatives 

E. Noisy 

Correct Answer: E 

 

QUESTION 5

What is the best means of prevention against viruses? 

A. Assign read only permission to all files on your system. 

B. Remove any external devices such as floppy and USB connectors. 

C. Install a rootkit detection tool. 

D. Install and update anti-virus scanner. 

Correct Answer: D 
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