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QUESTION 1

Lori is a Certified Ethical Hacker as well as a Certified Hacking Forensics Investigator working as an IT security
consultant. Lori has been hired on by Kiley Innovators, a large marketing firm that recently underwent a string of thefts
and corporate espionage incidents.

Lori is told that a rival marketing company came out with an exact duplicate product right before Kiley Innovators was
about to release it. The executive team believes that an employee is leaking information to the rival company. Lori
questions all employees, reviews server logs, and firewall logs; after which she finds nothing. Lori is then given
permission to search through the corporate email system. She searches by email being sent to and sent from the rival
marketing company.

She finds one employee that appears to be sending very large email to this other marketing company, even though they
should have no reason to be communicating with them. Lori tracks down the actual emails sent and upon opening them,
only finds picture files attached to them. These files seem perfectly harmless, usually containing some kind of joke. Lori
decides to use some special software to further examine the pictures and finds that each one had hidden text that was
stored in each picture.

What technique was used by the Kiley Innovators employee to send information to the rival marketing company?

A. The Kiley Innovators employee used cryptography to hide the information in the emails sent

B. The method used by the employee to hide the information was logical watermarking

C. The employee used steganography to hide information in the picture attachments

D. By using the pictures to hide information,the employee utilized picture fuzzing

Correct Answer: C

QUESTION 2

Statistics from cert.org and other leading security organizations has clearly showed a steady rise in the number of
hacking incidents perpetrated against companies.

What do you think is the main reason behind the significant increase in hacking attempts over the past years?
A. It is getting more challenging and harder to hack for non technical people.

B. There is a phenomenal increase in processing power.

C. New TCP/IP stack features are constantly being added.

D. The ease with which hacker tools are available on the Internet.

Correct Answer: D

QUESTION 3

Clive has been hired to perform a Black-Box test by one of his clients.
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How much information will Clive obtain from the client before commencing his test?
A. IP Range,0S,and patches installed.

B. Only the IP address range.

C. Nothing but corporate name.

D. All that is available from the client site.

Correct Answer: C

QUESTION 4

An engineer is learning to write exploits in C++ and is using the exploit tool Backtrack. The engineer wants to compile
the newest C++ exploit and name it calc.exe.

Which command would the engineer use to accomplish this?
A. g++ hackersExploit.cpp -0 calc.exe

B. g++ hackersExploit.py -0 calc.exe

C. g++ -i hackersExploit.pl -0 calc.exe

D. g++ --compile hackersExploit.cpp -0 calc.exe

Correct Answer: A

QUESTION 5

During a blackbox pen test you attempt to pass IRC traffic over post 80/TCP from a compromised web enabled host.
The traffic gets blocked; however outbound HTTP traffic is unimpeded.

What type of firewall is inspecting outbound traffic?
A. Circuit

B. Packet Filtering

C. Application

D. Stateful

Correct Answer: C
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