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QUESTION 1

Which of the following encryption is NOT based on block cipher? 

A. DES 

B. Blowfish 

C. AES (Rijndael) 

D. RC4 

Correct Answer: D 

 

QUESTION 2

A Security Engineer at a medium-sized accounting firm has been tasked with discovering how much information can be
obtained from the firm\\'s public facing web servers. The engineer decides to start by using netcat to port 80. 

The engineer receives this output: HTTP/1.1 200 OK Server: Microsoft-IIS/6 Expires: Tue, 17 Jan 2011 01:41:33 GMT
DatE. Mon, 16 Jan 2011 01:41:33 GMT 

Content-TypE. text/html Accept-Ranges: bytes Last-ModifieD. Wed, 28 Dec 2010 15:32:21 GMT ETaG.
"b0aac0542e25c31:89d" Content-Length: 7369 Which of the following is an example of what the engineer performed? 

A. Cross-site scripting 

B. Banner grabbing 

C. SQL injection 

D. Whois database query 

Correct Answer: B 

 

QUESTION 3

Under the "Post-attach Phase and Activities," it is the responsibility of the tester to restore the system to a pre-test
state. 

Which of the following activities should not be included in this phase? 

A. Removing all files uploaded on the system 

B. Cleaning all registry entries 

C. Mapping of network state 

D. Removing all tools and maintaining backdoor for reporting 

E. All should be included. 
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Correct Answer: A 

 

QUESTION 4

What does the term "Ethical Hacking" mean? 

A. Someone who is hacking for ethical reasons. 

B. Someone who is using his/her skills for ethical reasons. 

C. Someone who is using his/her skills for defensive purposes. 

D. Someone who is using his/her skills for offensive purposes. 

Correct Answer: C 

 

QUESTION 5

Network Intrusion Detection systems can monitor traffic in real time on networks. 

Which one of the following techniques can be very effective at avoiding proper detection? 

A. Fragmentation of packets. 

B. Use of only TCP based protocols. 

C. Use of only UDP based protocols. 

D. Use of fragmented ICMP traffic only. 

Correct Answer: A 
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