https://lwww.leads4pass.com/312-50v9.html

L Qads 4 PQSS 2024 Latest leads4pass 312-50V9 PDF and VCE dumps Download

312-50V 984S

Certified Ethical Hacker Exam V9

Pass EC-COUNCIL 312-50V9 Exam with 100%
Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https:/lwww.leads4pass.com/312-50v9.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by EC-
COUNCIL Official Exam Center

After Purchase

Guarantee

Free Update SKTISFACTION GUARANTEE
Satisfied Customers

Q00O

Latest 312-50V9 Dumps | 312-50V9 PDF Dumps | 312-50V9 Exam Questions 1/4


https://www.leads4pass.com/312-50v9.html
https://www.leads4pass.com/312-50v9.html
https://www.leads4pass.com/312-50v9.html

https://lwww.leads4pass.com/312-50v9.html
2024 Latest leads4pass 312-50V9 PDF and VCE dumps Download

QUESTION 1

Which of the following is a component of a risk assessment?

A. Administrative safeguards

B. Physical security

C.DMZ

D. Logical interface

Correct Answer: A Section: (none)

Risk assessment include: The total process of identifying, measuring, and minimizing uncertain events affecting AIS
resources. It includes risk analysis, cost benefit analysis, safeguard selection, security test and evaluation, safeguard
implementation, and systems

review.

The total process of identifying, controlling, and eliminating or minimizing uncertain events that may affect

system resources. It includes risk analysis, cost benefit analysis, selection, implementation and test,

security evaluation of

safeguards, and overall security review.

References: https://en.wikipedia.org/wiki/IT_risk_management#Risk_assessment

QUESTION 2

What term describes the amount of risk that remains after the vulnerabilities are classified and the countermeasures
have been deployed?

A. Residual risk

B. Inherent risk

C. Deferred risk

D. Impact risk

Correct Answer: A Section: (none)

The residual risk is the risk or danger of an action or an event, a method or a (technical) process that, although being
abreast with science, still conceives these dangers, even if all theoretically possible safety measures would be applied
(scientifically conceivable measures); in other words, the amount of risk left over after natural or inherent risks have

been reduced by risk controls.

References: https://en.wikipedia.org/wiki/Residual_risk
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QUESTION 3

The purpose of a is to deny network access to local area networks and other information assets by
unauthorized wireless devices.

A. Wireless Intrusion Prevention System
B. Wireless Access Point

C. Wireless Access Control List

D. Wireless Analyzer

Correct Answer: A Section: (none)

A wireless intrusion prevention system (WIPS) is a network device that monitors the radio spectrum for the presence of
unauthorized access points (intrusion detection), and can automatically take countermeasures (intrusion prevention).

References: https://en.wikipedia.org/wiki/Wireless_intrusion_prevention_system

QUESTION 4

Which of the following tools can be used for passive OS fingerprinting?

A. tcpdump

B. nmap

C. ping

D. tracert

Correct Answer: A Section: (none)

The passive operating system fingerprinting is a feature built into both the pf and tcpdump tools.

References: http://geek00l.blogspot.se/2007/04/tcpdump-privilege-dropping-passive-os.htmi

QUESTION 5

The network administrator contacts you and tells you that she noticed the temperature on the internal wireless router
increases by more than 20% during weekend hours when the office was closed. She asks you to investigate the issue
because she is busy dealing with a big conference and she doesn\\'t have time to perform the task.

What tool can you use to view the network traffic being sent and received by the wireless router?

A. Wireshark

B. Nessus

C. Netcat

D. Netstat
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Correct Answer: A Section: (none)

Wireshark is a Free and open source packet analyzer. It is used for network troubleshooting, analysis, software and
communications protocol development, and education.

Incorrect Answers:

B: Nessus is an open-source network vulnerability scanner that uses the Common Vulnerabilities and Exposures
architecture for easy cross-linking between compliant security tools.

C: Netcat (often abbreviated to nc) is a computer networking utility for reading from and writing to network connections
using TCP or UDP.

D: Netstat provides network statistics.

References: https://en.wikipedia.org/wiki/Wireshark
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