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QUESTION 1

Which statement about the Cisco Secure ACS Solution Engine TACACS+ AV pair is true? 

A. AV pairs are only required to be enabled on Cisco Secure ACS for successful implementation. 

B. The Cisco Secure ACS Solution Engine does not support accounting AV pairs. 

C. AV pairs are only string values. 

D. AV pairs are of two types: string and integer. 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit. 

Which three statements correctly describe the configuration? (Choose three). 

A. The tunnel is not providing peer authentication 

B. The tunnel encapsulates multicast traffic. 

C. This is a point-to-point GRE tunnel. 

D. The configuration is on the NHS. 

E. The configuration is on the NHC. 

F. The tunnel provides data confidentiality. 

G. The tunnel IP address represents the NBMA address. 

Correct Answer: BDF 

 

QUESTION 3
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The ASA can be configured to drop IPv6 headers with routing-type 0 using the MPF. Choose the correct configuration. 

A. policy-map type inspect ipv6 IPv6_PMAP match header routing-type eq 0 drop log 

B. policy-map type inspect icmpv6 ICMPv6_PMAP match header routing-type eq 0 drop log 

C. policy-map type inspect ipv6-header HEADER_PMAP match header routing-type eq 0 drop log 

D. policy-map type inspect http HEADER_PMAP match routing-header 0 drop log 

E. policy-map type inspect ipv6 IPv6_PMAP match header type 0 drop log 

F. policy-map type inspect ipv6-header HEADER_PMAP match header type 0 drop log 

Correct Answer: A 

 

QUESTION 4

Which two statements about IPv6 path MTU discovery are true? (Choose two.) 

A. If the destination host receives an ICMPv6 Packet Too Big message from a router, it reduces its path MTU. 

B. It can allow fragmentation when the minimum MTU is below a configured value. 

C. The discovery packets are dropped if there is congestion on the link. 

D. If the source host receives an ICMPv6 Packet Too Big message from a router, it reduces its path MTU. 

E. During the discovery process, the DF bit is set to 1. 

F. The initial path MTU is the same as the MTU of the original node\\'s link layer interface. 

Correct Answer: DF 

IPv6 routers do not support fragmentation or the Don\\'t Fragment option. For IPv6, Path MTU Discovery works by
initially assuming the path MTU is the same as the MTU on the link layer interface where the traffic originates. Then,
similar to IPv4, any device along the path whose MTU is smaller than the packet will drop the packet and send back an
ICMPv6 Packet Too Big (Type 2) message containing its MTU, allowing the source host to reduce its Path MTU
appropriately. The process is repeated until the MTU is small enough to traverse the entire path without fragmentation.
Reference: https://en.wikipedia.org/wiki/Path_MTU_Discovery 

 

QUESTION 5

Refer to the exhibit. 
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Why does the EasyVPN session fail to establish between the client and server? 

A. Incomplete IPsec phase-1 configuration on the server 

B. Incorrect IPsec phase-2 configuration on the server 

C. Incorrect group configuration on the client 

D. ISAKMP key mismatch 

E. Incorrect ACL in the ISAKMP client group configuration 

Correct Answer: C 
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