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QUESTION 1

Which feature can prevent IP spoofing attacks?
A. CBAC

B. Unicast RPF

C. CoPP

D. CAR

E. ARP spoofing

F. TCP intercept

Correct Answer: B

QUESTION 2

Which two cipher mechanisms does PColP use? (Choose two.)
A. autokey

B. RC4

C. SEAL

D. Blowfish

E. AES 256

F. Suite B

Correct Answer: EF

Explanation: http://www.teradici.com/pcoip-technology
Secure Your Data

Because the protocol transfers images only, in the form of pixel location information, no business information ever
leaves the data center.

In addition, because all software lies safely inside central systems, no one can tamper with service quality or introduce
malware based on application infiltration. The PColP security module leverages the AES 256 and NSA Suite B cyphers,
which meet the highest level of security required by governments.

QUESTION 3
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Refer to the exhibit.

Server:

asa new-model

i

aaa authencication login authen local
aaa authorizacion nectwork author iocal

¥

username cisco pasaword D cisco
|

CIYDTO isakmp policy 3

encr 3des

authentication pre-sha

group 2

!

crypte isakmp elie uration group eIVpOgIoup
key cisco
pool poaol-=1

acl 101

Client: CIYPTO 138 proffle ezvpnprof

match :‘q:nup EZVEOngIoup
crypto ipsec client ezvpn ezvpnclient clien nticacion %1" authen
connect auco i? z:::tt”n 21aC auvnor
group sIVpRgroup key cisco i
mode client ez cransform-sec T5 asp-3des ssp-sha-hmac
pear 10.1.1.2
virtual-interface 1 € ip=ec profile ipaecprof
xauth userid mode interactive e

interface GigabictEchernecl/D
ip address 172.16.10.1 255.255.
cryprto ipsec client ezvpn eIvpnc

intarface Loopbackd

ip address 192.168.10.1 255.3255.355.0
|l

interface GigabitEchernecd/1

ip addreas 10.1.1.2 255.255.255.0

'
interface GigabicEthernecO/1
ip addresas 10.1.1.1 255.25

cEYPTO ip2ec client szvpn
|

incerface Virtual-Templatel typs tunnel

ip unnuzbered GigabitEthernecd/1

cunnel mods ipsec ipwvd

tunnel protection ipsec profile ipsecprof
interface Virtual-Temp e tunne=l !
1p unnumbered Gi itE t0/1 ip local pool pool-1 172.20.1.10 172.20.1.20
tunnel mode ipae

aecasg-lise 101 parmir ip hase 192.1638.10.1 any

Client = M e

Why does the Easy VPN session fail to establish between the client and server?
A. Incomplete ISAKMP profile configuration on the server

B. Incorrect IPsec phase-2 configuration on the server

C. Incorrect group configuration on the client D. ISAKMP key mismatch

E. Incorrect virtual-template configuration on the sever

Correct Answer: A

QUESTION 4
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Which three statements about the SHA-2 algorithm are true?(Choose three)
A. It generates a 160-bit message digest
B. It generates a 512-bit message digest

C. It is the collective term for the SHA-224 ,SHA-256,SHA-384,and SHA-512 algorithms

w)

. It is used for intergrity verification

m

. It is provides a fixed-length output using a collision-resistant cryptographic hash

T

. It is provides a variable-length output using a collision-resistant cryptographic hash

Correct Answer: CDE

QUESTION 5

Event Action Rule is a component of which IPS application?
A. InterfaceApp

B. MainApp

C. SensorApp

D. NotificationApp

E. AuthenticationApp

F. SensorDefinition

Correct Answer: C
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