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QUESTION 1

What are the major components of a Firepower health monitor alert? 

A. The severity level, one or more alert responses, and a remediation policy. 

B. A health monitor, one or more alert responses, and a remediation policy. 

C. One of more health modules, the severity level, and an alert response. 

D. One of more health modules, one or more alert responses, and one or more alert actions. 

E. One health modules and one or more alert responses. 

Correct Answer: C 

 

QUESTION 2

Which two statements about the SeND protocol are true?(Choose two) 

A. It counters neighbor discovery threats. 

B. It must be enabled before you can configure IPv6 addresses. 

C. It supports numrous custom neighbor discovery messages 

D. It logs IPv6-related threats to an external log server 

E. It supports an autoconfiguration mechanism 

F. It uses IPsec as a baseline mechanism 

Correct Answer: AE 

 

 

QUESTION 3

Which two statements about Botnet Traffic Filter snooping are true? (Choose two) 

A. It can log and block suspicious connections from previously unknown bad domains and IP addresses. 

B. It requires the Cisco ASA DNS server to perform DNS lookups. 

C. It requires DNS packet inspection to be enabled to filter domain names in the dynamic database. 

D. It checks inbound traffic only. 

E. It can inspect both IPv4 and IPv6 traffic. 

F. It checks inbound and outbound traffic. 
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Correct Answer: CF 

 

QUESTION 4

Which Cisco Firepower Intrusion Event Impact level indicates the host on the monitored network vulnerable to the
attack, and requires the most immediate urgent response to be taken? 

A. Impact Level 3 

B. Impact Level 4 

C. Impact Level 2 

D. Impact Level 0 

E. Impact Level 1 

Correct Answer: E 

 

 

QUESTION 5

Which statement is correct about MTA, ESA, and LDAP working together? 

A. The LDAP initiates local query to route the incoming messages triggered by ESA. 

B. The sending MTA acts on the query results from LDAP server to route the message. 

C. The ESA initiates the LDAP query and act upon the data received from LDAP server. 

D. The ESA initiates the LDAP query and forwards the results to sending MTA for routing, 

E. The sending MTA initiates LDAP query and forwards results to ESA for message authentication. 

Correct Answer: C 
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