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QUESTION 1

Which type of header attack is detected by Cisco ASA basic threat detection? 

A. denial by access list 

B. bad packet format 

C. failed application inspection 

D. connection limit exceeded 

Correct Answer: B 

 

QUESTION 2

Which command can be used to disable 802.1x on a switch interface? 

A. no authentication port-control 

B. authentication port-control disable 

C. authentication port-control force-authorized 

D. authentication control-direction both 

E. dot1x authentication disable 

F. no dot1x authentication 

Correct Answer: A 

 

QUESTION 3

Which statement is not true about Passive Authentication using WMI? 

A. The session directory information can be shared with ecosystem partners, such as firewalls and web security
appliances. 

B. The identity is not a part of the Kerberos authentication that occurs as part of the normal Active Directory processes. 

C. The AD authentication triggers a notification through WMI. 

D. ISE is subscribed to those WMI messages and learns about the authentication event, the user ID, and the source IP
address of that authentication. 

E. ISE performs an AD lookup and learns the user\\'s group membership, adding the information to the session
directory. 

Correct Answer: B 
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QUESTION 4

Which Cisco NGFW interface mode can direct intrusion attempts inline but can\\'t drop malicious traffic inline? 

A. Passive 

B. Transparent 

C. Inline Pair 

D. ERSPAN 

E. Inline Tap 

Correct Answer: A 

 

QUESTION 5

Which feature of WEP was intended to prevent an attacker from altering and resending data packets over a WEP
connection? 

A. Transport Layer Security 

B. MD5 hashing 

C. the RC4 cipher 

D. message integrity checks 

E. the cyclic redundancy check 

Correct Answer: E 
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