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QUESTION 1

Which of the following is true regarding ASA clustering requirements?

A. Units in the cluster can be in different security context modes.

B. Units in the cluster can be in different geographical locations

C. Units in the cluster can have different hardware configuration as long as they are running same software version
D. Units in the cluster can be running different software version as long as they have identical hardware configuration
E. Only routed mode is allowed in the Single context mode

F. Units in the cluster can have different amount of flash memory

Correct Answer: F

QUESTION 2

Which statement about Dynamic ARP inspection is true?

A. It requires that DHCP snooping be disabled to build valid binding database

B. It validates ARP requests and responses on untrusted ports using MAC address table

C. It drops invalid ARP responses and requests on the switch untrusted ports

D. It validates ARP requests and responses on trusted ports using IP-to-MAC address binding
E. It is supported only in DHCP environments to detect invalid ARP requests and responses
F. It forwards invalid ARP responses and requests on switch untrusted ports

Correct Answer: D

QUESTION 3

Which description of the 3DES encryption algorithm is true?

A. It is a stream cipher algorithm with a key size of 168 bits

B. It does decryption in reverse order with different set of keys used during encryption.
C. Itis a block cipher algorithm with a key size of 56 bits.

D. It is an asymmetric algorithm with a key size of 168 bits.

E. It is a block cipher algorithm but weaker then DES due to smaller key size.
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F. It uses a set of three keys for encryption and the same set of three keys forr decryption.

Correct Answer: F

QUESTION 4

Which statement regarding the routing functions of the Cisco ASA is true running software version 9.2?
A. The translation table cannot override the routing table for new connections.

B. Routes to the NuLLO interface cannot be configured to black-hole traffic.

C. In a failover pair of ASAs, the standby firewall establishes a peer relationship with OSPF neighbors.
D. The ASA supports policy-based routing with route maps.

Correct Answer: A

QUESTION 5

Which two statements about SPAN sessions are true? (Choose two)

A. A single switch stack can support up to 32 source and RSPAN destination sessions.
B. Source ports and source VLANs can be mixed in the same session

C. They can monitor sent and received packets in the same session.

D. Multiple SPAN sessions can use the same destination port.

E. Local SPAN and RSPAN can be mixed in the same session.

F. They can be configured on ports in the disabled state before enabling the port.

Correct Answer: CF
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