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QUESTION 1

Refer to the exhibit. This output is an example of which 802.11 frame? 

A. probe request 

B. beacon 

C. probe response 

D. association 

Correct Answer: B 

 

QUESTION 2

In a common loT infrastructure architecture, which technologies apply to the category of a field area network? 

A. IP/MPLS 

B. Multicast 

C. 3G/4G/LTE/Wi-Fi/Ethernet/PLC 
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D. Embedded systems and sensors 

Correct Answer: C 

http://www.cisco.com/c/en/us/solutions/internet-of-things/iot-products.html 

 

QUESTION 3

What are two features that help to mitigate man-in-the-middle attacks? (Choose two.) 

A. DHCP snooping 

B. ARP sniffing on specific ports 

C. ARP spoofing 

D. dynamic ARP inspection 

E. destination MAC ACLs 

Correct Answer: AD 

The primary Cisco IOS Software features on the Cisco Catalyst 6500E (Cisco IOS Software 12.2(33)SXI1) that was
used to mitigate the MITM (ARP Poisoning) attack are DHCP Snooping and Dynamic ARP Inspection (referred to as
DAI throughout this paper). DAI has a dependency on DHCP Snooping. In order to run DAI, DHCP Snooping must be
enabled. 

Reference:http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-6500-series-
switches/white_paper_c11_603839.html 

 

QUESTION 4

You are the network administrator at ACME Corporation and currently troubleshooting a Central Web Authentication
issue where the guest users are not being redirected to the ISE guest login portal. You have verified that all
configuration on the ISE is correct and that the ISE is sending the redirect URL for the client. Which configuration check
can help to resolve the issue? 

A. Verify if DADIUS accounting interim update is enabled on the guest SSID. 

B. Verify if SNMP NAC is enabled on the guest SSID. 

C. Verify if the SSID is configured for VVPA2-AES Layer 2 security. 

D. Verify if AAA override is enabled for the guest SSID. 

E. Verify if the RFC 3567 support is enabled under ISE configuration on the Cisco WLC. 

F. Verify if authentication priority for web-auth is set to RADIUS. 

Correct Answer: D 
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http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732- central-web-auth-00.html 

 

QUESTION 5

Refer to the exhibit. Your customer is testing native supplicant provisioning using Cisco ISE (192.168.1.2) and a Cisco
WLC. The Cisco WLS has an ACL configured on it called onboarding. During the testing of many different client devices
(Android, Apple, Windows) it appears that these devices are never redirected to the onboarding portal, though they can
access the Internet. Which statement explains this behavior? 

A. The ACL has a permit any at the end of the list redirection does not take place unless the client hits a website that
gets denied 
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B. The source and destination port in the ACL are not set up correctly 

C. The ACL has a permit any at the end of the list redirection does not take place unless the client hits a websites that
guest permitted 

D. there is nothing wrong the acl the problem must exist either on the client side or on the configured ISE authorization
profile. 

Correct Answer: C 

 

http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732- central-web-auth-00.html 
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