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QUESTION 1

A man enters a PIN number at an ATM machine, being unaware that the person next to him was watching. Which of the
following social engineering techniques refers to this type of information theft?

A. Shoulder surfing
B. Phishing

C. Insider Accomplice
D. Vishing

Correct Answer: A

QUESTION 2

A WHERE clause in SQL specifies that a SQL Data Manipulation Language (DML) statement should only affect rows
that meet specified criteria. The criteria are expressed in the form of predicates. WHERE clauses are not mandatory
clauses of SQL DML statements, but can be used to limit the number of rows affected by a SQL DML statement or
returned by a query.

: PEfr..l" ISP E
. CGl .
- . @ .
. PHP il .
" ript . i 3 =
e oo N—
n " g =
. . o —
. . Database
Attacker : B L |
E Front-end languages &

A pen tester is trying to gain access to a database by inserting exploited query statements with a WHERE clause. The
pen tester wants to retrieve all the entries from the database using the WHERE clause from a particular table (e.g.
StudentTable). What query does he need to write to retrieve the information?

A. EXTRACT* FROM StudentTable WHERE roll_number = 1 order by 1000

B. DUMP * FROM StudentTable WHERE roll_number =1 AND 1=1-

C. SELECT * FROM StudentTable WHERE roll_number = W\\' or \W1\\' = \\'1"

D. RETRIVE * FROM StudentTable WHERE roll_number = 1\\'#

Correct Answer: C
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QUESTION 3

Identify the attack represented in the diagram below:
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FTP Server

A. Input Validation

B. Session Hijacking
C. SQL Injection
D. Denial-of-Service

Correct Answer: B

QUESTION 4

John, the penetration tester in a pen test firm, was asked to find whether NTP services are opened on the target

network (10.0.0.7) using Nmap tool.
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Sean Jools Profile Help

Target: .. E Profile: _ E @ .Cam:tl-

Command: |nmap -sU-p

| Hosts || Services | | Nmap Output | Ports / Hests | Topology | Host Details | scans |

05 4 Host . ] = [petin]

Which one of the following Nmap commands will he use to find it?
A. nmap -sU p 389 10.0.0.7
B. nmap -sU p 123 10.0.0.7
C. nmap -sU p 161 10.0.0.7
D. nmap -sU p 135 10.0.0.7

Correct Answer: B

QUESTION 5
Which of the following acts is a proprietary information security standard for organizations that handle cardholder

information for the major debit, credit, prepaid, e-purse, ATM, and POS cards and applies to all entities involved in
payment card processing?
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A. PIPEDA

B. PCI DSS

C. Human Rights Act 1998
D. Data Protection Act 1998

Correct Answer: B
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