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QUESTION 1

Today, most organizations would agree that their most valuable IT assets reside within applications and databases.
Most would probably also agree that these are areas that have the weakest levels of security, thus making them the
prime target for malicious activity from system administrators, DBAs, contractors, consultants, partners, and customers.

Functionality
(Features)

Security
(Restrictions)

Which of the following flaws refers to an application using poorly written encryption code to securely encrypt and store
sensitive data in the database and allows an attacker to steal or modify weakly protected data such as credit card
numbers, SSNs, and other authentication credentials?

A. SSl injection attack

B. Insecure cryptographic storage attack

C. Hidden field manipulation attack

D. Man-in-the-Middle attack

Correct Answer: B

QUESTION 2

Network scanning is used to identify the available network resources. Which one of the following is also known as a half-
open scan, because a full TCP connection is never completed and it is used to determine which ports are open and
listening on a target device?

A. SYN Scan

B. TCP Connect Scan

C. XMAS Scan

D. Null Scan

Correct Answer: A
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QUESTION 3

Packet filtering firewalls are usually a part of a router. In a packet filtering firewall, each packet is compared to a set of
criteria before it is forwarded. Depending on the packet and the criteria, the firewall can: i)Drop the packet ii)Forward it
or send a message to the originator At which level of the OSI model do the packet filtering firewalls work?

r 1
s Sacure Privale Network
= Public Network
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Private Local Area Network

A. Application layer
B. Physical layer
C. Transport layer
D. Network layer

Correct Answer: D

QUESTION 4

Identify the type of firewall represented in the diagram below: A. Stateful multilayer inspection firewall
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B. Application level gateway
C. Packet filter
D. Circuit level gateway

Correct Answer: B

QUESTION 5
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Traffic is filtered at three levels,
based on a wide range of
specified application, session, and
packet filtering rules.

Unknown traffic is allowed up to
level 3 of the network stack,

A Disallowed

% Allowed

>

Timing is an element of port-scanning that can catch one unaware. If scans are taking too long to complete or obvious
ports are missing from the scan, various time parameters may need to be adjusted. Which one of the following scanned
timing options in NMAP\\'s scan is useful across slow WAN links or to hide the scan?

A. Paranoid
B. Sneaky
C. Polite

D. Normal

Correct Answer: C
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