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QUESTION 1

Which of the following is an application alert returned by a web application that helps an attacker guess a valid
username? 

A. Invalid username or password 

B. Account username was not found 

C. Incorrect password 

D. Username or password incorrect 

Correct Answer: C 

 

QUESTION 2

Mason is footprinting an organization to gather competitive intelligence. He visits the company\\'s website for contact
information and telephone numbers but does not find any. He knows the entire staff directory was listed on their website
12 months. How can he find the directory? 

A. Visit Google\\'s search engine and view the cached copy 

B. Crawl and download the entire website using the Surfoffline tool and save them to his computer 

C. Visit the company\\'s partners\\' and customers\\' website for this information 

D. Use WayBackMachine in Archive.org web site to retrieve the Internet archive 

Correct Answer: D 

 

QUESTION 3

Which one of the following log analysis tools is a Cisco Router Log Format log analyzer and it parses logs, imports them
into a SQL database (or its own built-in database), aggregates them, and generates the dynamically filtered reports, all
through a web interface? 

A. Event Log Tracker 

B. Sawmill 

C. Syslog Manager 

D. Event Log Explorer 

Correct Answer: B 

 

QUESTION 4
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Transmission control protocol accepts data from a data stream, divides it into chunks, and adds a TCP header creating
a TCP segment. The TCP header is the first 24 bytes of a TCP segment that contains the parameters and state of an
endto-end TCP socket. It is used to track the state of communication between two TCP endpoints. For a connection to
be established or initialized, the two hosts must synchronize. The synchronization requires each side to send its own
initial sequence number and to receive a confirmation of exchange in an acknowledgment (ACK) from the other side
The below diagram shows the TCP Header format: 

How many bits is a acknowledgement number? 

A. 16 bits 

B. 32 bits 

C. 8 bits 

D. 24 bits 

Correct Answer: B 

 

QUESTION 5

What is a goal of the penetration testing report? 
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A. The penetration testing report helps you comply with local laws and regulations related to environmental conditions in
the organization. 

B. The penetration testing report allows you to sleep better at night thinking your organization is protected 

C. The pen testing report helps executive management to make decisions on implementing security controls in the
organization and helps the security team implement security controls and patch any flaws discovered during testing. 

D. The penetration testing report allows you to increase sales performance by effectively communicating with the
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internal security team. 

Correct Answer: C 
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