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QUESTION 1

When deploying an Intrusion Prevention System (IPS) the BEST way to get maximum protection from the system is to
deploy it

A. In promiscuous mode and only detect malicious traffic.

B. In-line and turn on blocking mode to stop malicious traffic.
C. In promiscuous mode and block malicious traffic.

D. In-line and turn on alert mode to stop malicious traffic.

Correct Answer: B

QUESTION 2

A missing/ineffective security control is identified. Which of the following should be the NEXT step?
A. Perform an audit to measure the control formally

B. Escalate the issue to the IT organization

C. Perform a risk assessment to measure risk

D. Establish Key Risk Indicators

Correct Answer: C

QUESTION 3

An organization information security policy serves to

A. establish budgetary input in order to meet compliance requirements
B. establish acceptable systems and user behavior

C. define security configurations for systems

D. define relationships with external law enforcement agencies

Correct Answer: B

QUESTION 4
A method to transfer risk is to:

A. Implement redundancy
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B. move operations to another region
C. purchase breach insurance
D. Alignment with business operations

Correct Answer: C

QUESTION 5

Credit card information, medical data, and government records are all examples of:
A. Confidential/Protected Information

B. Bodily Information

C. Territorial Information

D. Communications Information

Correct Answer: A
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