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QUESTION 1

What oversight should the information security team have in the change management process for application security? 

A. Information security should be informed of changes to applications only 

B. Development team should tell the information security team about any application security flaws 

C. Information security should be aware of any significant application security changes and work with developer to test
for vulnerabilities before changes are deployed in production 

D. Information security should be aware of all application changes and work with developers before changes are
deployed in production 

Correct Answer: C 

 

QUESTION 2

Which of the following is a critical operational component of an Incident Response Program (IRP)? 

A. Weekly program budget reviews to ensure the percentage of program funding remains constant. 

B. Annual review of program charters, policies, procedures and organizational agreements. 

C. Daily monitoring of vulnerability advisories relating to your organization\\'s deployed technologies. 

D. Monthly program tests to ensure resource allocation is sufficient for supporting the needs of the organization 

Correct Answer: C 

 

QUESTION 3

What is the BEST way to achieve on-going compliance monitoring in an organization? 

A. Only check compliance right before the auditors are scheduled to arrive onsite. 

B. Outsource compliance to a 3rd party vendor and let them manage the program. 

C. Have Compliance and Information Security partner to correct issues as they arise. 

D. Have Compliance direct Information Security to fix issues after the auditors report. 

Correct Answer: C 

 

QUESTION 4

Annual Loss Expectancy is derived from the function of which two factors? 

A. Annual Rate of Occurrence and Asset Value 
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B. Single Loss Expectancy and Exposure Factor 

C. Safeguard Value and Annual Rate of Occurrence 

D. Annual Rate of Occurrence and Single Loss Expectancy 

Correct Answer: D 

 

QUESTION 5

What is meant by password aging? 

A. An expiration date set for passwords 

B. A Single Sign-On requirement 

C. Time in seconds a user is allocated to change a password 

D. The amount of time it takes for a password to activate 

Correct Answer: C 

Reference: https://medical-dictionary.thefreedictionary.com/password+ageing 
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