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QUESTION 1

Your incident response plan should include which of the following? 

A. Procedures for litigation 

B. Procedures for reclamation 

C. Procedures for classification 

D. Procedures for charge-back 

Correct Answer: C 

 

QUESTION 2

What is the definition of Risk in Information Security? 

A. Risk = Probability x Impact 

B. Risk = Threat x Probability 

C. Risk = Financial Impact x Probability 

D. Risk = Impact x Threat 

Correct Answer: A 

 

QUESTION 3

The rate of change in technology increases the importance of: 

A. Outsourcing the IT functions. 

B. Understanding user requirements. 

C. Hiring personnel with leading edge skills. 

D. Implementing and enforcing good processes. 

Correct Answer: D 

 

QUESTION 4

The process of creating a system which divides documents based on their security level to manage access to private
data is known as 

A. security coding 
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B. data security system 

C. data classification 

D. privacy protection 

Correct Answer: C 

 

QUESTION 5

According to ISO 27001, of the steps for establishing an Information Security Governance program listed below, which
comes first? 

A. Identify threats, risks, impacts and vulnerabilities 

B. Decide how to manage risk 

C. Define the budget of the Information Security Management System 

D. Define Information Security Policy 

Correct Answer: D 
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