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QUESTION 1

Which of the following is MOST beneficial in determining an appropriate balance between uncontrolled innovation and
excessive caution in an organization?

A. Define the risk appetite

B. Determine budget constraints
C. Review project charters

D. Collaborate security projects

Correct Answer: A

QUESTION 2

Which of the following is considered the foundation for the Enterprise Information Security Architecture (EISA)?
A. Security regulations

B. Asset classification

C. Information security policy

D. Data classification

Correct Answer: C

QUESTION 3

Creating a secondary authentication process for network access would be an example of?
A. Nonlinearities in physical security performance metrics

B. Defense in depth cost enumerated costs

C. System hardening and patching requirements

D. Anti-virus for mobile devices

Correct Answer: A

QUESTION 4

The mean time to patch, number of virus outbreaks prevented, and number of vulnerabilities mitigated are examples of
what type of performance metrics?

A. Risk metrics
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B. Management metrics
C. Operational metrics
D. Compliance metrics

Correct Answer: C

QUESTION 5

What are the three stages of an identity and access management system?
A. Authentication, Authorize, Validation

B. Provision, Administration, Enforcement

C. Administration, Validation, Protect

D. Provision, Administration, Authentication

Correct Answer: A

Reference: https://digitalguardian.com/blog/what-identity-and-access-management-iam
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