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QUESTION 1

Refer to the exhibit. 

In the packet captured from tcpdump, which fields match up with the lettered parameters? 

A. A. Source and destination IP addresses, B. Source and destination Ethernet addresses, C. Source and destination
TCP port numbers, D. TCP acknowledgement number, E. IP options 

B. A. Source and destination Ethernet addresses, B. Source and destination IP addresses, C. Source and destination
TCP port numbers, D. TCP sequence number, E. TCP options 

C. A. Source and destination Ethernet addresses, B. Source and destination IP addresses, C. Source and destination
TCP port numbers, D. TCP acknowledgement number, E. IP options 

D. A. Source and destination Ethernet addresses, B. Source and destination IP addresses, C. Source and destination
TCP port numbers, D. TCP sequence number, E. IP options 

Correct Answer: B 

 

QUESTION 2

What is the most effective way to save the data on a system for later forensic use? 

A. Use a hard duplicator with write-block capabilities. 

B. Copy the files to another disk. 

C. Copy the disk file by file. 

D. Shut down the system. 

Correct Answer: A 

 

QUESTION 3

Refer to the exhibit. 

Exhibit: 3240 

Which two personal administrators should be involved to investigate further? (Choose two.) 
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A. email administrator 

B. IPS administrator 

C. DNS administrator 

D. desktop administrator 

E. security administrator 

Correct Answer: CD 

 

QUESTION 4

Which two statements about the IPv4 TTL field are true? (Choose two.) 

A. If the TTL is 0, the datagram is automatically retransmitted. 

B. Each router that forwards an IP datagram reduces the TTL value by one. 

C. It is used to limit the lifetime of an IP datagram on the Internet. 

D. It is used to track IP datagrams on the Internet. 

Correct Answer: BC 

 

QUESTION 5

Refer to the exhibit. 

Which protocol is used in this network traffic flow? 

A. SNMP 

B. SSH 

C. DNS 

D. Telnet 

Correct Answer: B 
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