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QUESTION 1

When investigating potential network security issues, which two pieces of useful information would be found in a syslog
message? (Choose two.) 

A. product serial number 

B. MAC address 

C. IP address 

D. product model number 

E. broadcast address 

Correct Answer: BC 

 

QUESTION 2

Which protocol is typically considered critical for LAN operation? 

A. BGP 

B. ARP 

C. SMTP 

D. GRE 

Correct Answer: B 

 

QUESTION 3

Given a Linux machine running only an SSH server, which chain of alarms would be most concerning? 

A. brute force login attempt from outside of the network, followed by an internal network scan 

B. root login attempt followed by brute force login attempt 

C. Microsoft RPC attack against the server 

D. multiple rapid login attempts 

Correct Answer: A 

 

QUESTION 4

What is the maximum size of an IP datagram? 
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A. There is no maximum size. 

B. It is limited only by the memory on the host computers at either end of the connection and the intermediate routers. 

C. 1024 bytes 

D. 65535 bytes 

E. 32768 bytes 

Correct Answer: D 

 

QUESTION 5

Which two activities would you typically be expected to perform as a Network Security Analyst? (Choose two.) 

A. Verify user login credentials. 

B. Troubleshoot firewall performance. 

C. Monitor database applications. 

D. Create security policies on routers. 

Correct Answer: BD 
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