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QUESTION 1

Which two statements about the IPv4 TTL field are true? (Choose two.) 

A. If the TTL is 0, the datagram is automatically retransmitted. 

B. Each router that forwards an IP datagram reduces the TTL value by one. 

C. It is used to limit the lifetime of an IP datagram on the Internet. 

D. It is used to track IP datagrams on the Internet. 

Correct Answer: BC 

 

QUESTION 2

Which two tools are used to help with traffic identification? (Choose two.) 

A. network sniffer 

B. ping 

C. traceroute 

D. route table 

E. NetFlow 

F. DHCP 

Correct Answer: AE 

 

QUESTION 3

When is it recommended to establish a traffic profile baseline for your network? 

A. outside of normal production hours 

B. during a DDoS attack 

C. during normal production hours 

D. during monthly file server backup 

Correct Answer: C 

 

QUESTION 4

The IHL is a 4-bit field containing what measurement? 
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A. the number of 32-bit words in the IP header 

B. the size of the IP header, in bytes 

C. the size of the entire IP datagram, in bytes 

D. the number of bytes in the IP header 

E. the number of 32-bit words in the entire IP datagram 

Correct Answer: A 

 

QUESTION 5

Which three post-mortem steps are critical to help prevent a network attack from reoccurring? (Choose three.) 

A. Document the incident in a report. 

B. Collect "show" outputs after the attack. 

C. Involve law enforcement officials. 

D. Create a "lessons learned" collection. 

E. Update the security rules for edge devices. 

F. Revise the network security policy. 

Correct Answer: ADF 
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