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QUESTION 1

Which device performs the definition of rules and requirements for posture assessment of a wireless client when
implementing a NAC appliance solution?

A. Cisco NAC Guest Server

B. Cisco Secure Access Control System
C. Cisco 802.1X supplicant

D. Cisco NAC Appliance Agent

E. Cisco NAC Appliance Manager

F. Cisco NAC Appliance Server

G. Cisco IPS Appliance

Correct Answer: E

QUESTION 2

An engineer is troubleshooting the authentication interaction between a WLAN controller and the authentication server.
Which two debug commands should be utilized? (Choose two.)

A. debug client

B. debug mobility handoff enable
C. debug aaa all enable

D. debug pem state

E. debug locp event enable

Correct Answer: AC

QUESTION 3

The Cisco NAC Guest Server is configured as which kind of device on the wireless controller?
A. external web authentication server

B. RADIUS server

C. SNMP trap receiver

D. anchor controller

E. AAA client
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Correct Answer: B

QUESTION 4

A company has installed 27 Cisco CAS devices across their network and administration has become difficult. What
Cisco NAC component could ease administration?

A.CAM

B. NAA

C. NAC Web Agent
D. Super CAM

Correct Answer: D

QUESTION 5

An engineer is securing the wireless network from vulnerabilities. Which four strategies are recommended for
mitigation? (Choose four.)

A. MFP

B. identity-based networking
C. rogue location

D. EAP-TLS

E. guest monitoring

F. RF profiles

G. rogue detection

H. password policies

Correct Answer: ACEG
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