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QUESTION 1

An engineer needs to use the secure X.509 standard for wireless authentication. What EAP method would be used? 

A. SSL 

B. TLS 

C. S/MIME 

D. IKE 

Correct Answer: B 

 

QUESTION 2

Select and Place: 

Correct Answer: 
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QUESTION 3

Which two fast roaming algorithms will allow a WLAN client to roam to a new AP and re- establish a new session key
without a full reauthentication of the WLAN client? (Choose two.) 

A. PMK 

B. PTK 

C. MIC 

D. GTK 

E. CKM 

F. PKC 

Correct Answer: EF 

 

QUESTION 4

Which key is used to encrypt unicast traffic between the supplicant and the AP after EAP authentication has
completed? 

A. PMK 

B. GTK 

C. PTK 

D. OKC 

E. PSK 
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Correct Answer: C 

 

QUESTION 5

Which three actions can be configured for EAP authentication on a Cisco 1200 Series AP? (Choose three.) 

A. Specify the shared secret and ports. 

B. Set the EAP Authentication type Priority 1 field to the server IP address under Default Server Priorities. 

C. Set the EAP Authentication type Priority 5 field to the server IP address under Default Server Priorities. 

D. Enter the IP address of the authentication server in the Server field. 

E. Enter the IP address of the management IP address of the Cisco WLC. 

F. Specify EAP account on server and ports. 

Correct Answer: ABD 
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