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QUESTION 1

You need to implement the business requirements for managing customer data.

What should you do? (Each correct answer presents part of the solution. Choose all that apply.)

A. Add a class named Customer-Controller to the Controllers folder. Then add a method named Edit to the class.

B. Create a new controller named Administration in the Controllers folder. Add an action named EditCustomer to the
controller.

C. Add a folder named Customer to the Views folder. Then create a view inside this folder named Edit.aspx.

D. Create a new folder named EditCustomer to the Views folder. In the new folder, create a new file named
Administration.aspx.

Correct Answer: AB

QUESTION 2

You are developing an ASP.NET MVC application.

The application must allow users to enter JavaScript in a feedback text box only.
You need to disable request validation.

What should you do?

A. Apply and set the CausesClientSideValidation attribute on the text box to FALSE.
B. Apply and set the Validatelnput attribute on the text box to FALSE.

C. Use the HttpRequest.Unvalidated property to read the unvalidated form value.

D. Use the HitpRequest.Form property to read the unvalidated form value.

Correct Answer: C

Explanation: Provides access to HTTP request values without triggering request validation.
http://msdn.microsoft.com/en-us/library/system.web.httprequest.unvalidated.aspx

QUESTION 3

You are developing an ASP.NET MVC application that uses forms authentication. The application uses SQL queries
that display customer order data.

Logs show there have been several malicious attacks against the servers.

You need to prevent all SQL injection attacks from malicious users against the application.
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How should you secure the queries?

A. Check the input against patterns seen in the logs and other records.

B. Escape single quotes and apostrophes on all string-based input parameters.

C. Implement parameterization of all input strings.

D. Filter out prohibited words in the input submitted by the users.

Correct Answer: C

Explanation: SQL Injection Prevention, Defense Option 1: Prepared Statements (Parameterized Queries)

The use of prepared statements (aka parameterized queries) is how all developers should first be taught how to write
database queries. They are simple to write, and easier to understand than dynamic queries. Parameterized queries

force

the developer to first define all the SQL code, and then pass in each parameter to the query later. This coding style
allows the database to distinguish between code and data, regardless of what user input is supplied.

Prepared statements ensure that an attacker is not able to change the intent of a query, even if SQL commands are
inserted by an attacker.

Reference: SQL Injection Prevention Cheat Sheet

QUESTION 4

You are designing an ASP.NET Web API application.

You need to select an HTTP verb to allow blog administrators to modify the text of a comment.
Which HTTP verb should you use?

A. GET

B. DELETE

C. POST

D. PUT

Correct Answer: D

QUESTION 5

You are developing an ASP.NET MVC application.

You need to authenticate clients by using an ASP.NET membership database.
Which authentication method should you implement?

A. Kerberos
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B. Forms
C. Basic
D. Windows

Correct Answer: B
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