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QUESTION 1

You federate your on-premises Active Directory with Azure Active Directory (Azure AD) by using Active Directory
Federations Services (AD FS) 2.0. You plan to secure cloud and onpremises resources by using an Azure Multi-Factor
Authentication (MFA) server. You install the MFA server on the AD FS proxy server.

You configure the MFA server and successfully import all AD users into the MFA user database.
Development teams in your organization must be able to secure their non-browser based apps.
You need to document the authentication mechanisms.

For each requirement, which authentication mechanism is used. To answer, select the appropriate authentication
mechanism from each list in the answer area.

Hot Area:

Answer Area

Requirement Authentication factor Authentication mechanism

Secure Azure AD resources First factor v

by using Azure MFA. "performed on-pr using AD FS =

phone baw camies out using cloud authentication !

performed on- lises by honaring the claim

bypassed MFA due o organization IP adress |
" -

gpmiEd on-pramises using AD FS |

e based mathod camies oul using cloud authentication

srformed on-premises by honoring the claim

Dypassed Azure MFA dus to organization |P adress.

Second factor

Secure Azure AD resources First factor

¥
by using AD FS.

| performed on-premises using AD FS !

phona based method camies out using cloud authentication
y@ rperformed an-premises by honoring the claim
(/) | bypassed Azure MFA due to organization [P adress

| performed on-premisas using AD FS

{ phone based mathod carmies out using cloud authentic B
| performad on-premises by honoring the claim i3

| bypassed Azure MFA due to organization IF adress.

Correct Answer:
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Answer Area

Requirement Authentication factor Authentication mechanism

Secure Azure AD resources First factor v
by using Azure MFA i j)é_r_fﬁnnﬂ'd'&h -p |j5'tﬁg ADFS —|
phone based cames out using cloud authenfication |
perfarmed gh- lises by honoring the claim
bypassed Agurt MFA due o arganization IP adress :
& v
an-premisas using AD FS
based method carries out using cloud authentication |

ormed on-premises by honoring the claim
| bypassed Azure MFA due to organization |P adress.

Second factor

Secure Azure AD resources First factor
by using AD FS.

.4
| performed on-premises using AD FS I
phone based method carries out using cloud authentication
| performed on-premises by honornng the claim
| bypassad Azure MFA due lo organization P adress.

| performed on-premises using AD FS

phone based method cames out vsing cloud authentic MR
| performed on-premises by honoring the claim b
| bypassed Azure MFA due lo organization |P adress.

Securing Azure AD resources using Azure MFA

First factor: performed on-premises using AD FS.

Second factor: phone-based method carried out using cloud authentication.
Securing Azure AD resources using Active Directory FS

First factor: performed on-premises using AD FS.

Second factor: performed on-premises by honoring the claim.

References:

https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication-get-startedadfs

QUESTION 2

You manage an Azure Web App.

You must log detailed error messages and failed requests.

You need to log the events and make the logs available for download by using an encrypted method.
Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a File Transfer Protocol (FTP) deployment username and password.
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B. Enable the App Service Authentication.

C. Change the Azure authentication provider.

D. Enable diagnostic logging for the app service.

E. Provide the developer with the secure download URL.

Correct Answer: ABD

A: Diagnostic information stored to the web app file system can be accessed directly using FTP.

D: To enable diagnostics in the Azure portal, go to the page for your web app and click Settings > Diagnostics logs.

Appl cation Loaging [Filesystem) @

Y r)

Web server logging @

"
- x
(J

Detaled error messages @

&

Failed request tracing

“ 1) '

>
v

%%g 238\ steyer | ]i

ETi
fipy/fiwaws-prod-bay-037.fipazurewsbsit ‘
FTPS

fips/fwaws-prod-bay 037 . ftp.azurewebsi

References: https://docs.microsoft.com/en-us/azure/app-service/web-sites-enable-diagnostic-log#enablediag
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QUESTION 3

You are designing a Windows Azure application that will use a worker role.

The worker role will create temporary files.

You need to recommend an approach for creating the temporary files that minimizes storage transactions.
What should you recommend?

A. Create the files on a Windows Azure Drive.

B. Create the files in Windows Azure local storage.

C. Create the files in Windows Azure Storage page blobs.

D. Create the files in Windows Azure Storage block blobs.

Correct Answer: B

QUESTION 4
HOTSPOT

You manage two websites for your company. The websites are hosted on an internal server that is beginning to
experience performances issues due to high traffic.

You plan to migrate the sites to Azure Web Apps. The sites have the following configurations:

Name Purpose = Characteristics
Site 1 Public-facing forum for clients {;:-l‘\ * Developed in Node JS
and customers to interact " * Contains 11Gb of data
{2*:}" * Deploved to two (2) instances
Site 2 Public-facing portal for ygers to + Developed in ASPNET 4.0
access their customerficords * Contains 9Gb of data S
* Deployed to three (3) instancggreces

In the table below, identify the app service plan with the lowest cost for each site. Make only one selection in each
column.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer area

O
Y,
App Service Plan Site 1 [« Site 2
Free P 4
Og? O
>
Shared fif)f o
- llfr . -
Basic A o o
}- I)J
Standard " i f O O
Correct Answer:

Answer area

_a“:-

App Service Plan Site 1 O Site 2
Free o :
G-'r,-;“”} O
I
Shared fi)éf o
- IIX . =
Basic 2 [0 ®
}- .I').-'

Standard "4 g o @)

QUESTION 5

A company uses Azure to host virtual machines (VMs) and web apps.

You need to ensure that a set of VMs are configured identically.

Which two tools or features should you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.
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A. Chef

B. Puppet

C. Azure Resource Manager templates
D. Desired State Configuration (DSC)

Correct Answer: CD
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