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QUESTION 1

The Company has a Windows 2008 domain controller server. This server is routinely backed up over the network from a
dedicated backup server that is running Windows 2003 OS. You need to prepare the domain controller for disaster
recovery apart from the routine backup procedures.

You are unable to launch the backup utility while attempting to back up the system state data for the data controller.

You need to backup system state data from the Windows Server 2008 domain controller server.

What should you do?

A. Add your user account to the local Backup Operators group

B. Install the Windows Server backup feature using the Server Manager feature.

C. Install the Removable Storage Manager feature using the Server Manager feature

D. Deactivating the backup job that is configured to backup Windows 2008 server domain controller on the Windows
2003 server.

E. None of the above
Correct Answer: B

http://technet.microsoft.com/en-us/library/cc770266%28v=ws.10%29.aspx Windows Server Backup Step-by-Step Guide
for Windows Server 2008 The Windows Server Backup feature provides a basic backup and recovery solution for
computers running the Windows Server?2008 operating system. Windows Server Backup introduces new backup and
recovery technology and replaces the previous Windows Backup (Ntbackup.exe) feature that was available with earlier
versions of the Windows operating system.

What is Windows Server Backup? The Windows Server Backup feature in Windows Server 2008 consists of a Microsoft
Management Console (MMC) snap-in and command-line tools that provide a complete solution for your day-to-day
backup and recovery needs. You can use four wizards to guide you through running backups and recoveries. You can
use Windows Server Backup to back up a full server (all volumes), selected volumes, or the system state. You can
recover volumes, folders, files, certain applications, and the system state. And, in case of disasters like hard disk
failures, you can perform a system recovery, which will restore your complete system onto the new hard disk, by using a
full server backup and the Windows Recovery Environment.

You can use Windows Server Backup to create and manage backups for the local computer or a remote computer. You

can also schedule backups to run automatically and you can perform one-time backups to augment the scheduled
backups.

QUESTION 2
Your company Datum Corporation, has a single Active Directory domain named intranet.adatum.com. The domain has
two domain controllers that run Windows Server 2008 R2 operating system. The domain controllers also run DNS

Servers.

The intranet.adatum.com DNS zone is configured as an Active Directory-integrated zone with the Dynamic updates
setting configured to Secure only.

A new corporate security policy requires that the intranet.adatum.com DNS zone must be updated only by domain
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controllers or member servers.

You need to configure the intranet.adatum.com zone to meet the new security policy requirement.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

A. Remove the Authenticated Users account from the Security tab of the intranet.adatum.com DNS zone properties.

B. Assign the SELF Account Deny on Write permission on the Security tab of the intranet.adatum.com DNS zone
properties.

C. Assign the server computer accounts the Allow on Write All Properties permission on the Security tab of the
intranet.adatum.com DNS zone properties.

D. Assign the server computer accounts the Allow on Create All Child Objects permission on the Security tab of the
intranet.adatum.com DNS zone properties.

Correct Answer: AD

http://www.advicehow.com/managing-dns-dynamic-updates-in-windows-server-2008-r2/ Managing DNS Dynamic
Updates in Windows Server 2008 R2

What Is DNS Dynamic Update?
When a DNS server is installed in a network, during the installation administrators can configure it to accept dynamic
updates of client records. Dynamic updates means that DNS client computers can automatically register their names

along

with their IP addresses in the DNS server. When this happens DNS server automatically creates a Host (A) record for
that client computer that contains hostname of the client and its associated IP address.

Also, during the installation of DNS server administrators can choose an option according to which DNS server should
not automatically update its records and in this condition administrators must manually create Host (A) records in the
DNS

database.

http://www.windowsecurity.com/articles-tutorials/windows_server_2008_security/DNS-Security- Part2.html

DNS Security (Part 2): DNS Security Steps Prior to Deploying DNSSEC In this article, then, we\\'ll take a look at the
details of the following preliminary steps you can take to help secure your Windows DNS infrastructure:

Decide who can resolve Internet host names

Don\\'t co-locate internal and external zones

Lock down the DNS cache

Enable recursion only where needed

Restrict DNS servers to listen on specific addresses
Consider using a private root hints file

Randomize your DNS source ports

Be aware of the Global Query Block List
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Limit zone transfers

Take advantage of Active Directory integrated zone security ..

Take advantage of Active Directory integrated zone security Active Directory integrated zones enable you to secure the
registration of resource records when dynamic name registration is enabled. Members of the Active Directory domain

can

register their resource records dynamically while non-domain members will be unable to register their names. You can
also use discretionary access control lists (DACLS) to control which computers are able to register or change their

addressing information.

The figure below shows how you configure secure dynamic updates.

corp.ocontoso.com Properties il_!ﬂ

WINS | Zone Transfers | Security
Geners | Statof Ahoriy (SOA) | Name Servers

Status: Running

Type: Active Directony-intearated

Replication: Al DNS servers in this-domain

Diata is stored in Active Directary,
&
Dyriamic updates: @& =]

v Allowing nonsecurs updstes = a sigrificant securty
- wuinerability beca can be sccepted from urtrusted

BOLICES.
Tnmti!giﬂgfmmé«:uﬁﬁm.::ﬁdtﬂging_ Aging...

v

0K Cancel Emply

http://www.tutorialspoint.com/shorttutorials/configuring-dns-server-for-secure-only-dynamic-updates/ Configuring DNS
Server for Secure Only Dynamic Updates

QUESTION 3

Your network contains an Active Directory domain. The domain contains two file servers. The file servers are configured
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as shown in the following table.

Server name ﬂpernﬂngws&em Location |
Serverl Windows Server B Organizational unit
o (OU) named QU1
Server2 Windows Seq@‘; 2008 R2 Organizational 8
Service Pack 1 (SP1) (OU) named Olis;

You create a Group Policy object (GPO) named GPOL1 and you link GPO1 to OU1.

You configure the advanced audit policy as shown in the exhibit. (Click the Exhibit button.)

. Group Policy Management E:Rtu'L | | ‘_f_m _EJ
File Action Wiew Halp

_Subeategory ©

2| swdit Application Generated

=) sadit Certification Services o Phot Configured
24 dwdit Detaled File Share &9 Not Configured

Success and Falllire

A i File System o W Nat Configured
| Audit Filtering Platiof Connection  Not Configured
) Audi Fllering Ridtiofin Packet Drop  Not Configured
| At HandlsMamipulstion Not Configured
) pudit Kgrrele Mot Configured
'f| Audit OthEr Object Access Everts Mot Configured
2| Budit Reaistry Mot Configured
| Audit SAM Not Configured

You discover that the settings are not applied to Serverl. The settings are applied to Server2.

You need to ensure that access to the file shares on Serverl is audited.

What should you do?

A. On Serverl, run secedit.exe and specify the /configure parameter.

B. On Serverl, run auditpol.exe and specify the /set parameter.

C. From GPO1, configure the Security Options.

D. From Active Directory Users and Computers, modify the permissions of the computer account for Serverl.
E. From Active Directory Users and Computers, add Serverl to the Event Log Readers group.

Correct Answer: B
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QUESTION 4
Your network contains an Active Directory domain named contoso.com. All servers are located in the same Active
Directory site. The domain contains two domain controllers named DC1 and DC2. Both domain controllers host an

Active Directory-integrated zone for contoso.com.

The Start of Authority (SOA) record of the contoso.com zone is shown in the exhibit. (Click the Exhibit button.)

CONTOSO.com Properties E “EnEE 2 x|
WINS l Zone Transfers | Securty |

R Start of Authorty (SOA) | Name Servers

Serial number:

= _ fecement

Primary server:

|dc‘| contoso.com. @ B

Besponsible person; @’

Ihustmasler.c:urﬁuso.mm @ Browsa. .,

Refresh nterval: Jemnies
Retry interval L {minutes
Expires after- :

T TL for this record. |'D 10 0 (ODDDD:HH.MM.S5)

oK Cancel o

You have a member server named Serverl. Serverl hosts a secondary zone of contoso.com.
On DC1, you add a new record to the contoso.com zone.

In the table below, identify the maximum amount of time required to replicate the record to each server. Make only one
selection in each column.

Hot Area:
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Correct Answer:
Madimum time to Maximum time to
replicate to DCZ réeplicate to Serverl
<
Less than one minute | r“@@ i
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C f"\; ~ ~
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A
{}f
Cine fhour ) r
..
One day f ~
Note:

* |f you use Active Directory integrated DNS when you configure a domain controller as a DNS name server, zone data
is stored as an Active Directory object and is replicated as part of domain replication.
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* Most of the Domain Name System (DNS) zone settings that you can change control how the zone is transferred
between primary and secondary servers.

* Refresh interval /Refresh interval it is use to regulate the secondary DNS server at what interval the secondary DNS
server can request a copy of the zone transfer. /The refresh interval, which is how often the zone is transferred / The
time, in seconds, that a secondary DNS server waits before querying its source for the zone to attempt renewal of the
zone. When the refresh interval expires, the secondary DNS server requests a copy of the current SOA record for the
zone from its source, which answers this request. The secondary DNS server then compares the serial number of the
source server\\'s current SOA record (as indicated in the response) with the serial number in its own local SOA record. If
they are different, the secondary DNS server requests a zone transfer from the primary DNS server.

QUESTION 5
Your network contains an Active Directory domain named contoso.com.

The aging and scavenging settings of the contoso.com zone are configured as shown in the exhibit. (Click the Exhibit
button.)

Zone Aging/Scavenging Properties

v sScavenge stale resource records

I~ Mo-refresh interyal

The time between the most recent refresh of a record timeskamp
and the moment when the brmestamp may be refreshed @5
|

P
No-refresh interval: i 10 ]da-,,ef, @%

LSS iy i I At ﬁ@
Refresh interval :

The time between the earliest mand a record tHmestamp can
be refreshed and the sarliest mo &n the record can be

=8

scavenged. The refresh inter be longer than the maximum
record refresh period,

‘Syznl |days |

The zone venged after:

Refresh

oK Cancel

Hot Area:
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& dynamic record that has not changed
for at least ... days will be deleted when
the scavenging process runs,

2l

20 days will ... when the scag

be del
process runs. 43,‘5 il

remain unchanged
be marked with a new timestamp

Correct Answer:

& dynamic record that has not changed
for at least ... days will be deleted when
the scavenging process runs,

2l

20 days will ... when the scadel Inq ey
process runs. 45,‘5 -EtEd

in unchanged |
|Ee marked with a new timestamp
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