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QUESTION 1
This question requires that you evaluate the underlined text to determine if it is correct.
When you access a file located on a shared resource, the "most restrictive" permissions take precedence.

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed". If the
statement is incorrect, select the answer choice than makes the statement correct.

A. No change is needed.
B. ACL

C.NTFS

D. share

Correct Answer: A

When using share permissions and NTFS permissions together, if there is a conflict in the configuration, the most
restrictive permission prevails.

Reference: http://www.ntfs.com/ntfs-permissions-combined.htm

QUESTION 2

Which type of information about users does biometrics evaluate?
A. phrases a user has memorized

B. where a user is located

C. physical characteristics of a user

D. objects a user carries with him or her

Correct Answer: C

Biometrics refers to authentication techniques that rely on measurable physical characteristics that can be automatically
checked.

Note: There are several types of biometric identification schemes: face: the analysis of facial characteristics fingerprint:
the analysis of an individual\\'s unique fingerprints hand geometry: the analysis of the shape of the hand and the length
of the fingers retina: the analysis of the capillary vessels located at the back of the eye iris: the analysis of the colored
ring that surrounds the eye\\'s pupil signature: the analysis of the way a person signs his name. vein: the analysis of
pattern of veins in the back if the hand and the wrist voice: the analysis of the tone, pitch, cadence and frequency of a
person\\'s voice.

Reference: http://www.webopedia.com/TERM/B/biometrics.html

QUESTION 3
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Which is a feature Active Directory Rights Management Services (AD RMS)?

A. manages Digital Rights Media (DRM) for digital media

B. provides a permissions system that works with any cloud-based storage solution

C. manages share and file permissions on all servers in enterprise

D. allow users to define who can open, modify, print, or forward a document

Correct Answer: D

Windows Rights Management Services (also called Rights Management Services, Active Directory Rights Management
Services or RMS) is a form of Information Rights Management used on Microsoft Windows that uses encryption and a
form of selective functionality denial for limiting access to documents such as corporate e-mail, Word documents, and
web pages, and the operations authorized users can perform on them. Companies can use this technology to encrypt
information stored in such document formats, and through policies embedded in the documents, prevent the protected
content from being decrypted except by specified people or groups, in certain environments, under certain conditions,

and for certain periods of time.

Reference: http://en.wikipedia.org/wiki/Active_Directory_Rights_Management_Services

QUESTION 4

When you copy a file from one NTFS file system patrtition to a different NTFS patrtition, what happens to the file
permissions of the copied file?

A. They are the combined permissions of the original file and destination folder
B. They inherit the permissions of the destination folder

C. They remain the same as the original

D. They are removed, and only the creator is given full control

Correct Answer: B

When you copy a protected file to a folder on the same, or a different volume, it inherits the permissions of the target
directory.

Reference: http://www.ntfs.com/ntfs-permissions-files-moving.htm

QUESTION 5

Your parents want you to help them protect a tax return file that is on their computer. You use BitLocker to encrypt the
hard drive that contains the file. You then make a backup copy of the file. What will occur if you attempt to copy the
backup copy to a USB flash drive?

A. The backup copy will remain encrypted

B. BitLocker will encrypt the USB flash drive

C. BitLocker will prevent you from moving the file
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D. The backup copy will be decrypted

Correct Answer: A

References: https://social.technet.microsoft.com/Forums/en-US/94951675-b9ac-4ba2-880d-2da98defd560/bitlocker-
does-not-decrypt-files-when-moving-file-from-hard-drive-to-another-device
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