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QUESTION 1

An administrator logs in to the Guest module in ClearPass and under \\'List Accounts\\' sees the following:

Home » Guest » List Accounts

Guest Manager Accounts

The following table shows the guest accounts that have been created. Click an account to modify it.

o Quick Help _J's Create G’ More Options
Filter:
& Username Activation Expiration
ﬁ jane@mycompany.com [Guest] Expiraed 4.9 days ago Fxpired
9 john@mycompany.com [Guest] Expired 4.9 days ago Expired
g kim@mycompany.com [Guest] Expired 4.9 days ago Expired

If a user with username kim@mycompany.com tries to access the Web Login page, what would we expect to happen?

A. The user will not be able to access the Web Login page.

B. The user will be able to login and authenticate successfully but they will be immediate disconnected after.

C. The user will not be able to login and authenticate.

D. The user will be able to login for the next 4.9 days, but after this they will not be able to login anymore.

Correct Answer: C

QUESTION 2

Refer to the screenshot in the diagram below, which illustrates a configuration of a Windows 802.1X supplicant for EAP-
PEAP authentication.
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|V] validate server certificate
[~]Connect to these servers:|

Trusted Root Certification Authorities:

AddTrust External CA Root

] administrator

[7] arubanetworks-SJCCAD 1-CA

] aruba-server [}

[7] arubatraining-1AW /SWDI

Baltimore CyberTrust Root

|| Certum CA

‘| m |

| "] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

| Secured password (EAP-MSCHAP v2) v| [ configwre... |

[¥] Enable Fast Reconnect
[ Enforce Network Access Protection
|| Disconnect if server does not present aryptobinding TLV

In a deployment, which certificate would you select under the \\'Trusted root certification authority\\' section?
A. The server certificate

B. The client certificate

C. The root CA self-signed certificate

D. The root CA certificate signed by the client

E. The client certificate signed by the root CA

Correct Answer: C
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QUESTION 3
Refer to the screenshot in the diagram below, as seen when configuring a Web Login Page in ClearPass Guest:

Home » Configuration » Web Logins

RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

RADIUS Web Login Editor

Guest Network

* Name:
Enter a name for this web login page.

Aruba_login
Page Name: Enter a page name for this web login.
The web login will be accessible from "/guest/page_name.php".

Description:
Comments or descriptive text about the web login.

-Aruba Networks .

* vendor Settings: . R : E .
Select a predefined group of settings suitable for standard network configurations.

securelogin.arubanetworks.com

Address:
Enter the IP address or hostname of the vendor's product here.

Secure Login: Use vendor default -

Select a security option to apply to the web login process.

] The controller will send the IP to submit credentials
Dynamic Address: In multi-controller deployments, it is often required to post credentials to different add
The address zebove will be used whenever the parameter is not available or fails the rs

What is the page name field used for?

A. For Administrators to access the PHP page, but not guests.
B. For Administrators to reference the page only.

C. For forming the Web Login Page URL.

D. For forming the Web Login Page URL and the page name that guests must configure on their laptop wireless
supplicant.

E. For forming the Web Login Page URL where Administrators add guest users.

Correct Answer: C
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QUESTION 4

Which of the following statements is true about certificate revocation?

A. Onboard cannot revoke device certificates.

B. Revoked certificates are automatically deleted from Certificate Management.
C. When a certificate is revoked, OCSP checks for certificate validity will fail.

D. A revoked certificate becomes valid again after 24 hours.

E. Certificates can only be revoked once they expire.

Correct Answer: C

QUESTION 5

Below is a screenshot of a self-registration receipt: Which of the following is true?
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natworks

ClearPass

Hey! Here's your Receipt!
The details for your guest account are shown below.

Visitor Registration Receipt

Sponsor's Name: jane@mycompany.com
Visitor's Name: jane
Phone Number: 12345678

Company Name: mycompany

Account Username: ’ jane@mycompany.com

Visitor Password: J 51332875

Activation Time: Friday, 24 May 2013, 05:06 AM
Expiration Time: Saturday, 25 May 2013, 05:06 AM

v Login

H Download account details

A. Expiration time for guest accounts can be modified by the visitor.

B. Receipt Actions such as \\'Download account details\\' cannot be modified in the self-registration editor.
C. Company Name field cannot be removed from the registration page using the self-registration editor.
D. The user will only be able to login between the Activation and Expiration time.

E. The user must be logged in before they can use the \'Download account details\\' link.

Correct Answer: D
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