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QUESTION 1

What is the Onboard license usage based on?

A. Each user connected to the provisioning SSID uses 1 Onboard license.

B. Each user authenticated using the Onboard credential uses 1 Onboard license.

C. Each user provisioned using the Onboard process uses 1 Onboard license.

D. Each user that has the OnGuard agent downloaded uses 1 Onboard license.

E. Each user that downloads the Onboard application to their iOS device uses 1 Onboard license.

Correct Answer: C

QUESTION 2

Refer to the screenshot below:
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Request Details

Input Output Accounting

Session Identifier: RO0O00028d-01-51565341
Date and Time: Mar 30, 2013 10:51:45 SGT
End-Host Identifier: 00216A64F 294

Usermmame: 00216a64F294
Access Device IP/Port: 192.168.0.233:0
System Posture Status: UNKNOWN (100)

Policies Used -

Service: Returning Clients - MAC Authentication

Authentication Method: MAC-AUTH

Authentication Source: Local:localhost

Authonzation Source: [Endpoints Repository], [Insight Repository]
Roles: [MAC Caching], [User Authenticated]
Enforcement Profiles: [Allow Access Profile]

Service Monitor Mode: Disabled

Why is the Insight Repository used as an authorization source for this MAC authentication service?
A. To check how long ago the last web login authentication was done

B. To check how many sessions ago the last web login authentication was done

C. To check how long ago the last MAC authentication was done

D. To run a report when the user authenticates

E. To validate the user\\'s MAC address against the endpoints table

Correct Answer: A

QUESTION 3

UDP Port 3799 is used for RADIUS CoA (RFC 3576). This port has been blocked by a firewall between a NAD device
and ClearPass. Which of the following is true?
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A. RADIUS Authentications will fail since the NAD won\\'t be able to reach the ClearPass server.
B. RADIUS Authentications will not happen since the NAD won\\'t be able to reach the ClearPass server.

C. RADIUS Authentication will succeed, but Post-Authentication Disconnect-Requests from ClearPass to the Controller
will not be delivered.

D. RADIUS Authentication will succeed, but RADIUS Access-Accept messages from ClearPass to the Controller for
Change of Role will not be delivered.

E. During RADIUS authentication, certificate exchange between the NAD and Clearpass will fail.

Correct Answer: C

QUESTION 4

If the "Alerts" tab in an authentication session details tab in Access Tracker shows the following error message "Access
denied by policy", what could be a possible cause for authentication failure?

A. Implementation of an Enforcement Policy

B. Implementation of a firewall policy

C. Failure to categorize the request in a Clearpass service
D. Implementation of a Posture Policy

E. Failure to activate the enforcement policy

Correct Answer: A

QUESTION 5

Which of the following authentication protocols can be used for authenticating Windows clients that are Onboarded?
(Choose 2)

A. PEAP with MSCHAPv2
B. EAP-GTC

C. EAP-TLS

D. PAP

E. CHAP

Correct Answer: AC
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