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QUESTION 1

A Hospital would like to deploy ClearPass Guest for friends and relatives of patients to access the Internet. They would
like patients to be able to access an internal webpage on the intranet where they can view patient information. However,
other guests should not have access to this page. 

Which of the following is true? (Choose 2) 

A. The NAD device will be firewalling users to block Intranet traffic. 

B. ClearPass will be firewalling users to block Intranet traffic. 

C. It\\'s necessary for us to have two separate web login pages due to the different access requirements of patients and
guests. 

D. We will need to configure different Enforcement actions for patients and guests in the service. 

E. Both the NAD and Clearpass would have to firewall users to block traffic. 

Correct Answer: AD 

 

QUESTION 2

What must be configured to enable RADIUS authentication with Clearpass on a network access device (NAD)? (Choose
2) 

A. An NTP server needs to be set up on the NAD. 

B. A bind username and bind password must be provided. 

C. A shared secret must be configured on the Clearpass server and NAD. 

D. The Clearpass server must have the network device added as a valid NAD. 

E. The Clearpass server certificate must be installed on the NAD. 

Correct Answer: CD 

 

QUESTION 3

What is RADIUS CoA used for? 

A. To authenticate users or devices before granting them access to a network. 

B. To force the client to re-authenticate upon roaming to a new Controller. 

C. To apply firewall policies based on authentication credentials. 

D. To validate a host MAC against a white and a black list. 

E. To transmit messages to the NAD/NAS to modify a user\\'s session status. 
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Correct Answer: E 

 

QUESTION 4

Refer to the screenshot below of a MAC Caching enforcement policy: 

Which of the following is true? 

A. Only a user with Controller role of [Guest] will be allowed to authenticate 

B. Only a user with Clearpass role of [Guest] and that has authenticated using the web login page less than 5 minutes
ago, will have their MAC authentication succeed 

C. Only a user with Clearpass role of [Guest] and that has authenticated using the web login page more than 5 minutes
ago, will have their MAC authentication succeed 

D. Only a user whose last MAC authentication was less than 5 minutes ago, will have their MAC authentication
succeed 

Correct Answer: B 

 

QUESTION 5

Which of the following components of a Policy Service is mandatory? 

A. Enforcement 

B. Posture 

C. Profiler 

D. Role Mapping Policy 
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E. Authorization Source 

Correct Answer: A 
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