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QUESTION 1

Which of the following checks are made with OnGuard posture evaluation in Clearpass? (Choose 3)
A. Peer-to-peer application checks

B. Client role check

C. EAP TLS certificate validity

D. Registry keys

E. Operating System version

Correct Answer: ADE

QUESTION 2

Refer to the screen capture below:

Enforcement Policies - Enterprise Enforcement Policy

Enforcement Rules

Enforcement;
Name: Enterprise Enforcement Policy
Description: Enforcement policies for local and remote employees
Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:
Rules Evaluation Algorithm: Evaluate all
Conditions Actions

|(Tips:Posture EQUALS HEALTHY (0))
|AND (Tips:Role MATCHES_ANY Remote Worker

1.:Role Enginear [RADIUS] EMPLOYEE_VLAN, [RADIUS] Remote Employes ACL
testqa)

|AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
(Tips:Role EQUALS Senlor_Mgmt)

‘|AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
{Tips:Role EQUALS San Jose HR Local)

"IAND (Tips:Posture EQUALS HEALTHY (0))

|{Tips:Role EQUALS [Guest])

"IAND (Connection:SSID CONTAINS guest)
(Tips:Role EQUALS Remate Worker)

*|AND (Tips:Posture NOT_EQUALS HEALTHY (D))

[RADIUS] EMPLOYEE_VLAN
HR VLAN
[RADIUS] WIRELESS_GUEST_NETWORK

RestrictedACL

Based on the Enforcement Policy configuration, if a user with Role Engineer connects to the network and the posture
token assigned is Unknown, what Enforcement Profile will be applied?

A. EMPLOYEE_VLAN
B. Remote Employee ACL
C. RestrictedACL

D. Deny Access Profile
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E. HR VLAN

Correct Answer: D

QUESTION 3

What is the purpose of the Serial Port in the ClearPass appliance?

A. To connect 2 ClearPass servers together in a cluster.

B. To connect a ClearPass server to a Network Access Device.

C. For administrators to configure the ClearPass appliance using the command line.
D. For administrators to configure the ClearPass appliance using the WebUI.

E. For administrators to access Clearpass using SSH.

Correct Answer: C

QUESTION 4

A company deployed the guest Self-registration with Sponsor Approval workflow for their guest SSID. The administrator
logs into the Policy Manager and sees the following in the Guest User Repository:

Configuration » Identity » Guest Users

Guest Users

Filter: Username [¥] contains YOUR (] Clear Filter

# | UuUsername A Sponsor Name Guest Type Status
1.|C  YOUREMAIL@gmail.com YOUREMAIL@gmail.com USER Disabled

Showing 1-1 of 1

What can you conclude from the above? (Choose 2)

A. The guest has submitted the registration form.

B. The guest has not submitted the registration form yet.
C. The sponsor has confirmed the guest account.

D. The sponsor has not confirmed the guest account yet.
E. The user\\'s account is active.

Correct Answer:. AD
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QUESTION 5

Refer to the screen capture below: Based on the Enforcement Policy configuration, if a user with Role Remote Worker
connects to the network and the posture token assigned is quarantine, what Enforcement Profile will be applied?

Enforcement Policies - Enterprise Enfarcement Policy

e

Enforcement:
Nama: Enterprise Enforcement Policy
Description: Enforcement policies for lecal and remote employees
Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:
Rules Evaluation Algarithm: Evaluate all
Conditions Actions

[(Tips:Posture EQUALS HEALTHY (0))

;AND (Tips:Role MATCHES_ANY Remote Worker
1. Role Engineer [RADIUS] EMPLOYEE_VLAN, [RADIUS) Remote Employee ACL

|testqa)

!AND (Date:Day-of -Week NOT_BELONGS_TO Saturday, Sunday)
2 E(‘I’Im:lolu EQUALS Senlor_Mgmt)

"IAND (Dote:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
3 |{Tips:Role EQUALS San Jose HR Local)

"|AND (Tips:Posture EQUALS HEALTHY (0))

|(Tips:Role EQUALS [Guest
"iiu?(cnnnngmn:ss[m ST guest) [FARIUS] WIRRLESS - GUEIT_METWORK

|(Tips:Rale EQUALS Remote Worker)

*|AND (Tips:Posture NOT_EQUALS HEALTHY (0))

[RADIUS] EMPLOYEE_VLAN

HR VLAN

RestrictedACL

A. EMPLOYEE_VLAN

B. Remote Employee ACL
C. RestrictedACL

D. Deny Access Profile

E. HR VLAN

Correct Answer: C
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