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QUESTION 1

To setup an Aruba Controller as DHCP relay for device fingerprinting, which of the following IP addresses needs to be
configured?

A. DHCP server IP

B. ClearPass server IP

C. Active Directory IP

D. Microsoft NPS server IP
E. Switch IP

Correct Answer: B

QUESTION 2

Refer to the screenshot below: Based on the above configuration, which of the following statements is true?

Certificate Authority Trust Chain

o Imported certificate(s) for use as Onboard CA.

[3_(' arubatraining-REMOTELABSERVER-CA (self-signed)
4 Show certificate
=] ClearPass Onboard Local Certificate Authority
Aruba Networks J Show certificate

A. ClearPass is configured as a Root CA.

B. ClearPass is configured as the Intermediate CA.

C. ClearPass has an expired server certificate.

D. The arubatraining-REMOTELABSERVER-CA will issue client certificates during Onboarding.

E. This is not a valid trust chain since the arubatraining-REMOTELABSERVER-CA has a self- signed certificate.

Correct Answer: B
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QUESTION 3
Refer to the screenshot in the diagram below, as seen when configuring a Web Login Page in ClearPass Guest:

Home » Configuration » Web Logins

RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

RADIUS Web Login Editor

Guest Network

* Name:
Enter a name for this web login page.

Aruba_login
Page Name: Enter a page name for this web login.
The web login will be accessible from "/guest/page_name.php".

Description:
Comments or descriptive text about the web login.

-Aruba Networks .

* vendor Settings: . R : E .
Select a predefined group of settings suitable for standard network configurations.

securelogin.arubanetworks.com

Address:
Enter the IP address or hostname of the vendor's product here.

Use vendor default -

Secure Login:
Select a security option to apply to the web login process.

] The controller will send the IP to submit credentials
Dynamic Address: In multi-controller deployments, it is often required to post credentials to different add
The address zebove will be used whenever the parameter is not available or fails the rs

What is the page name field used for?

A. For Administrators to access the PHP page, but not guests.
B. For Administrators to reference the page only.

C. For forming the Web Login Page URL.

D. For forming the Web Login Page URL and the page name that guests must configure on their laptop wireless
supplicant.

E. For forming the Web Login Page URL where Administrators add guest users.

Correct Answer: C
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QUESTION 4

Refer to the screen capture below: Based on the Enforcement Policy configuration, if a user connects to the network
using an Apple iphone, what Enforcement Profile is applied?

m Enforcement Rules

Enforcement:
Name: Handheld_Wireless_Access_Policy
Description: Enforcement policy for handheld wireless access
Enforcement Type: RADIUS
Default Profile: WIRELESS_CAPTIVE_NETWORK
Rules:
Rules Evaluation Algorithm: First applicable
Conditions Actions
1.|(Tips:Role MATCHES_ANY [guest]) WIRELESS_GUEST_NETWORK
2./(Endpoint: 05 Version CONTAINS Android) WIRELESS_HANDHELD_NETWORK
(Tips:Role MATCHES_ANY conferencelaptop
developer
3.|senior_mgmt WIRELESS_EMPLOYEE_NETWORK
testqa
Role_Engineer)

A. WIRELESS_CAPTIVE_NETWORK

B. WIRELESS_HANDHELD_NETWORK
C. WIRELESS_GUEST_NETWORK

D. WIRELESS_EMPLOYEE_NETWORK
E. Deny Access

Correct Answer: A

QUESTION 5
Which of the following is FALSE?

A. Active Directory can be used as the authentication source to process TACACS+ authentication requests coming to
Clearpass from NAD devices

B. Active Directory can be used as the authentication source to process Clearpass Guest Admin Access

C. TACACS+ authentication requests received by Clearpass are always forwarded to a Windows Server that can handle
these requests

D. TACACS+ authentication requests from NAD devices to Clearpass are processed by a TACACS+ service
E. The local user repository in Clearpass can be used as the authentication source for TACACS+ services

Correct Answer: C
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