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QUESTION 1

Which two security functions should be delivered by firewalls in a cloud network infrastructure installation? (Choose
two.)

A. Prevention of distributed denial of service
B. Single user access for management operations
C. Unified threat management such as antivirus and Webfiltering

D. Validation of network packet ownership against Active Directory E. Blocking hostname lookup of any system that is
external to the cloud

Correct Answer: AC

QUESTION 2

Which two components are part of the Business Support Services of the IBM Common Cloud Management Platform
Reference Architecture?

A. Governance

B. Entitlements

C. User Interface

D. Accounting and Billing
E. Analytics and Reporting

Correct Answer: BD

QUESTION 3

Cloud infrastructure security design should address whichcommon cloud management platform reference architecture
requirement?

A. service offering catalog

B. data policy enforcement

C. IT asset and license management

D. capacity and performance management

Correct Answer: B

QUESTION 4
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When designing for the protection of data stored in the cloud, including the deployment of firewallconfigurations, which
two conditions must be included? (Choose two.)

A. deny access from untrusted sources or applications

B. map network interfaces and firewall locations for customer distribution

C. detect back-level personal firewall software on customer desktops and laptops

D. prohibit direct access from external interfaces into the restricted network zones

E. install personal firewall software on all active servers within the cloud infrastructure

Correct Answer: AD

QUESTION 5

A construction company has outsourced its IT operations (storage, hardware, servers, networking components, etc.) to
a service provider. The service provider owns this equipment and is responsible for running and maintaining it. The
construction company pays the service provider on a per-use basis.

What type of cloud service is the construction company using?

A. Platform as a Service

B. Software as a Service

C. Infrastructure as a Service

D. Business Process as a Service

Correct Answer: C
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