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QUESTION 1
Driven mainly by cost, many companies outsource computing jobs which require a large amount of processor cycles
over a short duration to cloud providers. This allows the company to avoid a large investment in computing resources

which will only be used for a short time.

Assuming the provisioned resources are dedicated to a single company, which of the following is the MAIN vulnerability
associated with on-demand provisioning?

A. Traces of proprietary data which can remain on the virtual machine and be exploited

B. Remnants of network data from prior customers on the physical servers during a compute job
C. Exposure of proprietary data when in-transit to the cloud provider through IPSec tunnels

D. Failure of the de-provisioning mechanism resulting in excessive charges for the resources

Correct Answer: A

QUESTION 2

After being notified of an issue with the online shopping cart, where customers are able to arbitrarily change the price of
listed items, a programmer analyzes the following piece of code used by a web based shopping cart.

SELECT ITEM FROM CART WHERE ITEM=ADDSLASHES($USERINPUT);

The programmer found that every time a user adds an item to the cart, a temporary file is created on the web server
/tmp directory. The temporary file has a name which is generated by concatenating the content of the SUSERINPUT
variable and a timestamp in the form of MM-DD-YYYY, (e.g. smartphone-12-25- 2013.tmp) containing the price of the
item being purchased. Which of the following is MOST likely being exploited to manipulate the price of a shopping
cart\\'s items?

A. Input validation

B. SQL injection

C. TOCTOU

D. Session hijacking

Correct Answer: C

QUESTION 3

An organization is concerned with potential data loss in the event of a disaster, and created a backup datacenter as a
mitigation strategy. The current storage method is a single NAS used by all servers in both datacenters. Which of the
following options increases data availability in the event of a datacenter failure?

A. Replicate NAS changes to the tape backups at the other datacenter.

B. Ensure each server has two HBAs connected through two routes to the NAS.
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C. Establish deduplication across diverse storage paths.
D. Establish a SAN that replicates between datacenters.

Correct Answer: D

QUESTION 4

A software development manager is taking over an existing software development project. The team currently suffers
from poor communication due to a long delay between requirements documentation and feature delivery. This gap is
resulting in an above average number of security-related bugs making it into production. Which of the following
development methodologies is the team MOST likely using now?

A. Agile

B. Waterfall

C. Scrum

D. Spiral

Correct Answer: B

QUESTION 5

A small company\\'s Chief Executive Officer (CEO) has asked its Chief Security Officer (CSO) to improve the
company\\'s security posture with regard to targeted attacks. Which of the following should the CSO conduct FIRST?

A. Survey threat feeds from analysts inside the same industry.

B. Purchase multiple threat feeds to ensure diversity and implement blocks for malicious traffic.
C. Conduct an internal audit against industry best practices to perform a gap analysis.

D. Deploy a UTM solution that receives frequent updates from a trusted industry vendor.

Correct Answer: A
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