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QUESTION 1

A company has asked their network engineer to list the major advantages for implementing a virtual environment in
regards to cost. Which of the following would MOST likely be selected? 

A. Ease of patch testing 

B. Reducing physical footprint 

C. Reduced network traffic 

D. Isolation of applications 

Correct Answer: B 

 

QUESTION 2

Joe, a penetration tester, is tasked with testing the security robustness of the protocol between a mobile web application
and a RESTful application server. Which of the following security tools would be required to assess the security
between the mobile web application and the RESTful application server? (Select TWO). 

A. Jailbroken mobile device 

B. Reconnaissance tools 

C. Network enumerator 

D. HTTP interceptor 

E. Vulnerability scanner 

F. Password cracker 

Correct Answer: DE 

 

QUESTION 3

The Information Security Officer (ISO) is reviewing a summary of the findings from the last COOP tabletop exercise. The
Chief Information Officer (CIO) wants to determine which additional controls must be implemented to reduce the risk of
an extended customer service outage due to the VoIP system being unavailable. Which of the following BEST describes
the scenario presented and the document the ISO is reviewing? 

A. The ISO is evaluating the business implications of a recent telephone system failure within the BIA. 

B. The ISO is investigating the impact of a possible downtime of the messaging system within the RA. 

C. The ISO is calculating the budget adjustment needed to ensure audio/video system redundancy within the RFQ. 

D. The ISO is assessing the effect of a simulated downtime involving the telecommunication system within the AAR. 

Correct Answer: D 
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QUESTION 4

A security manager at Company ABC, needs to perform a risk assessment of a new mobile device which the Chief
Information Officer (CIO) wants to immediately deploy to all employees in the company. The product is commercially
available, runs a popular mobile operating system, and can connect to IPv6 networks wirelessly. The model the CIO
wants to procure also includes the upgraded 160GB solid state hard drive. The producer of the device will not reveal
exact numbers but experts estimate that over 73 million of the devices have been sold worldwide. Which of the following
is the BEST list of factors the security manager should consider while performing a risk assessment? 

A. Ability to remotely wipe the devices, apply security controls remotely, and encrypt the SSD; the track record of the
vendor in publicizing and correcting security flaws in their products; predicted costs associated with maintaining,
integrating and securing the devices. 

B. Ability to remotely administer the devices, apply security controls remotely, and remove the SSD; the track record of
the vendor in securely implementing IPv6 with IPSec; predicted costs associated with securing the devices. 

C. Ability to remotely monitor the devices, remove security controls remotely, and decrypt the SSD; the track record of
the vendor in publicizing and preventing security flaws in their products; predicted costs associated with maintaining,
destroying and tracking the devices. 

D. Ability to remotely sanitize the devices, apply security controls locally, encrypt the SSD; the track record of the vendor
in adapting the open source operating system to their platform; predicted costs associated with inventory management,
maintaining, integrating and securing the devices. 

Correct Answer: A 

 

QUESTION 5

A security engineer is troubleshooting a possible virus infection, which may have spread to multiple desktop computers
within the organization. The company implements enterprise antivirus software on all desktops, but the enterprise
antivirus server\\'s logs show no sign of a virus infection. The border firewall logs show suspicious activity from multiple
internal hosts trying to connect to the same external IP address. The security administrator decides to post the firewall
logs to a security mailing list and receives confirmation from other security administrators that the firewall logs indicate
internal hosts are compromised with a new variant of the Trojan.Ransomcrypt.G malware not yet detected by most
antivirus software. Which of the following would have detected the malware infection sooner? 

A. The security administrator should consider deploying a signature-based intrusion detection system. 

B. The security administrator should consider deploying enterprise forensic analysis tools. 

C. The security administrator should consider installing a cloud augmented security service. 

D. The security administrator should consider establishing an incident response team. 

Correct Answer: C 
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