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QUESTION 1

In an effort to minimize costs, the management of a small candy company wishes to explore a cloud service option for
the development of its online applications. The company does not wish to invest heavily in IT infrastructure. Which of the
following solutions should be recommended? 

A. A public IaaS 

B. A public PaaS 

C. A public SaaS 

D. A private SaaS 

E. A private IaaS 

F. A private PaaS 

Correct Answer: B 

 

QUESTION 2

A security consultant is investigating acts of corporate espionage within an organization. Each time the organization
releases confidential information to high- ranking engineers, the information is soon leaked to competing companies.
Which of the following techniques should the consultant use to discover the source of the information leaks? 

A. Digital watermarking 

B. Steganography 

C. Enforce non-disclosure agreements 

D. Digital rights management 

Correct Answer: A 

 

QUESTION 3

Which of the following is the MOST secure way to ensure third party applications and introduce only acceptable risk? 

A. Line by line code review and simu-lation; uncovers hidden vulnerabilities and allows for behavior to be observed with
minimal risk. 

B. Technical exchange meetings with the application\\'s vendor; vendors have more in depth knowledge of the product. 

C. Pilot trial; minimizes the impact to the enterprise while still providing services to enterprise users. 

D. Full deployment with crippled features; allows for large scale testing and observation of the applications security
profile. 

Correct Answer: A 

CAS-002 PDF Dumps | CAS-002 VCE Dumps | CAS-002 Study Guide                                2 / 3

https://www.leads4pass.com/cas-002.html
https://www.leads4pass.com/cas-002.html
https://www.leads4pass.com/cas-002.html


https://www.leads4pass.com/cas-002.html
2024 Latest leads4pass CAS-002 PDF and VCE dumps Download

 

QUESTION 4

A security manager is developing new policies and procedures. Which of the following is a best practice in end user
security? 

A. Employee identity badges and physical access controls to ensure only staff are allowed onsite. 

B. A training program that is consistent, ongoing, and relevant. 

C. Access controls to prevent end users from gaining access to confidential data. 

D. Access controls for computer systems and networks with two-factor authentication. 

Correct Answer: B 

 

QUESTION 5

A company provides on-demand cloud computing resources for a sensitive project. The company implements a fully
virtualized datacenter and terminal server access with two- factor authentication for customer access to the
administrative 

website. The security administrator at the company has uncovered a breach in data confidentiality. Sensitive data from
customer A was found on a hidden directory within the VM of company B. Company B is not in the same industry as 

company A and the two are not competitors. 

Which of the following has MOST likely occurred? 

A. Both VMs were left unsecured and an attacker was able to exploit network vulnerabilities to access each and move
the data. 

B. A stolen two factor token was used to move data from one virtual guest to another host on the same network
segment. 

C. A hypervisor server was left un-patched and an attacker was able to use a resource exhaustion attack to gain
unauthorized access. 

D. An employee with administrative access to the virtual guests was able to dump the guest memory onto a mapped
disk. 

Correct Answer: A 
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