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QUESTION 1

A system designer needs to factor in CIA requirements for a new SAN. Which of the CIA requirements is BEST met by
multipathing? 

A. Confidentiality 

B. Authentication 

C. Integrity 

D. Availability 

Correct Answer: D 

 

QUESTION 2

A security administrator wants to verify and improve the security of a business process which is tied to proven company
workflow. The security administrator was able to improve security by applying controls that were defined by the newly
released company security standard. Such controls included code improvement, transport encryption, and interface
restrictions. Which of the following can the security administrator do to further increase security after having exhausted
all the technical controls dictated by the company\\'s security standard? 

A. Modify the company standard to account for higher security and meet with upper management for approval to
implement the new standard. 

B. Conduct a gap analysis and recommend appropriate non-technical mitigating controls, and incorporate the new
controls into the standard. 

C. Conduct a risk analysis on all current controls, and recommend appropriate mechanisms to increase overall security. 

D. Modify the company policy to account for higher security, adapt the standard accordingly, and implement new
technical controls. 

Correct Answer: B 

 

QUESTION 3

A new project initiative involves replacing a legacy core HR system, and is expected to touch many major operational
systems in the company. A security administrator is engaged in the project to provide security consulting advice. In
addition, there are database, network, application, HR, and transformation management consultants engaged on the
project as well. The administrator has established the security requirements. Which of the following is the NEXT logical
step? 

A. Document the security requirements in an email and move on to the next most urgent task. 

B. Organize for a requirements workshop with the non-technical project members, being the HR and transformation
management consultants. 

C. Communicate the security requirements with all stakeholders for discussion and buy-in. 
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D. Organize for a requirements workshop with the technical project members, being the database, network, and
application consultants. 

Correct Answer: C 

 

QUESTION 4

A finance manager says that the company needs to ensure that the new system can "replay" data, up to the minute, for
every exchange being tracked by the investment departments. The finance manager also states that the company\\'s
transactions need to be tracked against this data for a period of five years for compliance. How would a security
engineer BEST interpret the finance manager\\'s needs? 

A. Compliance standards 

B. User requirements 

C. Data elements 

D. Data storage 

E. Acceptance testing 

F. Information digest 

G. System requirements 

Correct Answer: B 

 

QUESTION 5

A Chief Information Security Officer (CISO) is approached by a business unit manager who heard a report on the radio
this morning about an employee at a competing firm who shipped a VPN token overseas so a fake employee could log
into the corporate VPN. The CISO asks what can be done to mitigate the risk of such an incident occurring within the
organization. Which of the following is the MOST cost effective way to mitigate such a risk? 

A. Require hardware tokens to be replaced on a yearly basis. 

B. Implement a biometric factor into the token response process. 

C. Force passwords to be changed every 90 days. 

D. Use PKI certificates as part of the VPN authentication process. 

Correct Answer: B 
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