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QUESTION 1

An assessor identifies automated methods for identifying security control compliance through validating sensors at the
endpoint and at Tier 2. Which of the following practices satisfy continuous monitoring of authorized information
systems? 

A. Independent verification and validation 

B. Security test and evaluation 

C. Risk assessment 

D. Ongoing authorization 

Correct Answer: D 

 

QUESTION 2

Warehouse users are reporting performance issues at the end of each month when trying to access cloud applications
to complete their end of the month financial reports. They have no problem accessing those applications at the
beginning of the month. Network information: DMZ network ?192.168.5.0/24 VPN network ?192.168.1.0/24 Datacenter
?192.168.2.0/24 User network - 192.168.3.0/24 

HR network ?192.168.4.0/24 Warehouse network ?192.168.6.0/24 Finance network 192.168.7.0/24 

Traffic shaper configuration: VLAN Bandwidth limit (Mbps) VPN50 User175 HR220 Finance230 Warehouse75 Guest50
External firewall allows all networks to access the Internet. 

Internal Firewall Rules: ActionSourceDestination Permit192.168.1.0/24192.168.2.0/24
Permit192.168.1.0/24192.168.3.0/24 Permit192.168.1.0/24192.168.5.0/24 Permit192.168.2.0/24192.168.1.0/24 

Permit192.168.3.0/24192.168.1.0/24 

Permit192.168.5.0/24192.168.1.0/24 

Permit192.168.4.0/24192.168.7.0/24 

Permit192.168.7.0/24192.168.4.0/24 

Permit192.168.7.0/24any 

Deny192.168.4.0/24any 

Deny192.168.1.0/24192.168.4.0/24 Denyanyany 

Which of the following restrictions is the MOST likely cause? 

A. Bandwidth limit on the traffic shaper for the finance department 

B. Proxy server preventing the warehouse from accessing cloud applications 

C. Deny statements in the firewall for the warehouse network 
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D. Bandwidth limit on the traffic shaper for the warehouse department 

Correct Answer: D 

 

QUESTION 3

An ecommerce application on a Linux server does not properly track the number of incoming connections to the server
and may leave the server vulnerable to which of following? 

A. Buffer Overflow Attack 

B. Storage Consumption Attack 

C. Denial of Service Attack 

D. Race Condition 

Correct Answer: C 

 

QUESTION 4

A new web application system was purchased from a vendor and configured by the internal development team. Before
the web application system was moved into production, a vulnerability assessment was conducted. A review of the
vulnerability assessment report indicated that the testing team discovered a minor security issue with the configuration
of the web application. The security issue should be reported to: 

A. CISO immediately in an exception report. 

B. Users of the new web application system. 

C. The vendor who supplied the web application system. 

D. Team lead in a weekly report. 

Correct Answer: D 

 

QUESTION 5

Company ABC is hiring customer service representatives from Company XYZ. The representatives reside at Company
XYZ\\'s headquarters. Which of the following BEST prevents Company XYZ representatives from gaining access to
unauthorized Company ABC systems? 

A. Require each Company XYZ employee to use an IPSec connection to the required systems 

B. Require Company XYZ employees to establish an encrypted VDI session to the required systems 

C. Require Company ABC employees to use two-factor authentication on the required systems 

D. Require a site-to-site VPN for intercompany communications 

Correct Answer: B 
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