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QUESTION 1

Which of the following represents a minimum guaranteed resource within a cloud environment for the cloud customer? 

A. Reservation 

B. Share 

C. Limit 

D. Provision 

Correct Answer: A 

A reservation is a minimum resource that is guaranteed to a customer within a cloud environment. Within a cloud, a
reservation can pertain to the two main aspects of computing: memory and processor. With a reservation in place, the
cloud provider guarantees that a cloud customer will always have at minimum the necessary resources available to
power on and operate any of their services. 

 

QUESTION 2

What does the "SOC" acronym refer to with audit reports? 

A. Service Origin Confidentiality 

B. System Organization Confidentiality 

C. Service Organizational Control 

D. System Organization Control 

Correct Answer: C 

 

QUESTION 3

Jurisdictions have a broad range of privacy requirements pertaining to the handling of personal data and information. 

Which jurisdiction requires all storage and processing of data that pertains to its citizens to be done on hardware that is
physically located within its borders? 

A. Japan 

B. United States 

C. European Union 

D. Russia 

Correct Answer: D 

The Russian government requires all data and processing of information about its citizens to be done solely on systems
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and applications that reside within the physical borders of the country. The United States, European Union, and Japan
focus their data privacy laws on requirements and methods for the protection of data, rather than where the data
physically resides. 

 

QUESTION 4

Which of the following is NOT one of the main intended goals of a DLP solution? 

A. Showing due diligence 

B. Preventing malicious insiders 

C. Regulatory compliance 

D. Managing and minimizing risk 

Correct Answer: B 

Data loss prevention (DLP) extends the capabilities for data protection beyond the standard and traditional security
controls that are offered by operating systems, application containers, and network devices. DLP is not specifically
implemented to counter malicious insiders, and would not be particularly effective in doing so, because a malicious
insider with legitimate access would have other ways to obtain data. DLP is a set of practices and controls to manage
and minimize risk, comply with regulatory requirements, and show due diligence with the protection of data. 

 

QUESTION 5

Which of the following tasks within a SaaS environment would NOT be something the cloud customer would be
responsible for? 

A. Authentication mechanism 

B. Branding 

C. Training 

D. User access 

Correct Answer: A 

The authentication mechanisms and implementations are the responsibility of the cloud provider because they are core
components of the application platform and service. Within a SaaS implementation, the cloud customer will provision
user access, deploy branding to the application interface (typically), and provide or procure training for its users. 
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