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QUESTION 1

What is the following command used for? 

net use \targetipc$ "" /u:"" 

A. Grabbing the etc/passwd file 

B. Grabbing the SAM 

C. Connecting to a Linux computer through Samba. 

D. This command is used to connect as a null session 

E. Enumeration of Cisco routers 

Correct Answer: D 

 

QUESTION 2

Vulnerability scanners are automated tools that are used to identify vulnerabilities and misconfigurations of hosts. They
also provide information regarding mitigating discovered vulnerabilities. 
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Which of the following statements is incorrect? 

A. Vulnerability scanners attempt to identify vulnerabilities in the hosts scanned. 

B. Vulnerability scanners can help identify out-of-date software versions, missing patches, or system upgrades 

C. They can validate compliance with or deviations from the organization\\'s security policy 

D. Vulnerability scanners can identify weakness and automatically fix and patch the vulnerabilities without user
intervention 

Correct Answer: D 

 

QUESTION 3

Which of the following processes of PKI (Public Key Infrastructure) ensures that a trust relationship exists and that a
certificate is still valid for specific operations? 

A. Certificate issuance 

B. Certificate validation 
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C. Certificate cryptography 

D. Certificate revocation 

Correct Answer: B 

 

QUESTION 4

The following script shows a simple SQL injection. The script builds an SQL query by concatenating hard-coded strings
together with a string entered by the user: 

The user is prompted to enter the name of a city on a Web form. If she enters Chicago, the query assembled by the
script looks similar to the following: 

SELECT * FROM OrdersTable WHERE ShipCity = \\'Chicago\\' 

How will you delete the OrdersTable from the database using SQL Injection? 

A. Chicago\\'; drop table OrdersTable -

B. Delete table\\'blah\\'; OrdersTable -

C. EXEC; SELECT * OrdersTable > DROP -

D. cmdshell\\'; \\'del c:\sql\mydb\OrdersTable\\' // 

Correct Answer: A 

 

QUESTION 5

Jane has just accessed her preferred e-commerce web site and she has seen an item she would like to buy. Jane
considers the price a bit too steep; she looks at the page source code and decides to save the page locally to modify
some of the page variables. In the context of web application security, what do you think Jane has changed? 

A. An integer variable 

B. A \\'hidden\\' price value 

C. A \\'hidden\\' form field value 

D. A page cannot be changed locally; it can only be served by a web server 

Correct Answer: C 
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