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QUESTION 1

A company is enrolled in a hard drive reuse program where decommissioned equipment is sold back to the vendor
when it is no longer needed. The vendor pays more money for functioning drives than equipment that is no longer
operational. Which method of data sanitization would provide the most secure means of preventing unauthorized data
loss, while also receiving the most money from the vendor? 

A. Pinning 

B. Single-pass wipe 

C. Degaussing 

D. Multi-pass wipes 

Correct Answer: D 

 

 

QUESTION 2

Which mechanism provides the BEST protection against buffer overflow attacks in memory? 

A. Address Space Layout Randomization (ASLR) 

B. Memory management unit 

C. Stack and heap allocation 

D. Dynamic random access memory (DRAM) 

Correct Answer: A 

Reference: https://www.wallarm.com/what/buffer-overflow-attack-preventing-and-mitigation-methods-
part-2#:~:text=Unfortunately%2C%20nothing%20is%20perfect%2C%20but,are%20put%20away%20in%20memory 

 

QUESTION 3

In order to meet the project delivery deadline, a web application developer used readily available software components.
Which is the BEST method for reducing the risk associated with this practice? 

A. Ensure developers are using approved software development frameworks. 

B. Obtain components from official sources over secured link. 

C. Ensure encryption of all sensitive data in a manner that protects and defends against threats. 

D. Implement a process to verify the effectiveness of the software components and settings. 

Correct Answer: D 
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QUESTION 4

A systems engineer is designing a wide area network (WAN) environment for a new organization. The WAN will connect
sites holding information at various levels of sensitivity, from publicly available to highly confidential. The organization
requires a high degree of interconnectedness to support existing business processes. What is the BEST design
approach to securing this environment? 

A. Place firewalls around critical devices, isolating them from the rest of the environment. 

B. Layer multiple detective and preventative technologies at the environment perimeter. 

C. Use reverse proxies to create a secondary "shadow" environment for critical systems. 

D. Align risk across all interconnected elements to ensure critical threats are detected and handled. 

Correct Answer: B 

 

QUESTION 5

A company developed a web application which is sold as a Software as a Service (SaaS) solution to the customer. The
application is hosted by a web server running on a `specific operating system (OS) on a virtual machine (VM). During
the transition phase of the service, it is determined that the support team will need access to the application logs. Which
of the following privileges would be the MOST suitable? 

A. Administrative privileges on the OS 

B. Administrative privileges on the web server 

C. Administrative privileges on the hypervisor 

D. Administrative privileges on the application folders 

Correct Answer: D 
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